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About

The Halo Device Manager (HDM) helps you configure and manage your Halo Smart Sensors on your network.
HDM enables you to:

l discover Halo sensors on your network
l install and update firmware
l apply configuration changes
l back up device settings
l view device status
l apply and update certificates for multiple Halo sensors
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Setting up the HDM

Prerequisites 7

Network and System Requirements 7

Adding Sensors 8

Setting the UI Language 10

Prerequisites
Before you begin, ensure:

1. The HDM has been installed:
1. Run the installation file.

2. Your Halo Smart Sensors are installed, working, and properly connected to your office network.

Network and System Requirements

Network
Ideally, your network should have a DHCP server to automatically assign IP addresses to your sensors. If a DHCP
server isn't available, the HDM can locate sensors using APIPA (Automatic Private IP Addressing) on a local
network.

If you're using static IP addresses, you need the:

1. subnet mask

2. gateway address

3. DNS address

System
A Windows 10 (or newer) computer connected to the same network as your sensor, with the Chrome web browser
installed.

Setting up the HDM 7



Adding Sensors

Finding Your Sensors on the Network 8

Adding a Single Sensor 8

Setting up Your Sensors for the First Time 9

Finding Your Sensors on the Network
You can use multiple search methods to find all your sensors; each search adds sensors to the list and doesn't
remove any.

To find your sensors on the network:

1. Click Devices. A menu appears.

2. From the menu, select:

a. Device Scan, to search for all sensors on the same network your computer is connected to. This is
the quickest way to find sensors on your local network. This does not search across different
subnets and returns IPv4 addresses.

b. IP Scan, to search a custom range of IP addresses on your local network. This is useful for
searching specific parts of your network, specifying only the range you need. To do an IP scan:

1. In Start IP Address, enter the first IP address to check.

2. In Number of Addresses, enter the number of addresses to search.

3. Click Start.

c. IPv6 Scan, to search for devices using IPv6 addresses on your local network. This scan is similar to
the Device Scan, but it searches for sensors using IPv6 addresses.

Adding a Single Sensor
To add a single sensor:

1. Click Devices > Add Device. The Add Device dialog box appears.

2. Enter the IP Address for the sensor.

3. Enter the Port number.

4. Enter the User name.

5. Enter the Password.

NOTE
l New Halo 4 sensors come without a default username or password, leave these

fields blank.
l New Halo 2 or 3 sensors come with the default username of "admin" and

password of "changeme".
l The Status of some sensors may be "Needs Individual Login". In this case, you

need to right-click the sensor and select Individual Login to set the credentials.

6. Click OK.

Adding Sensors 8



Setting up Your Sensors for the First Time
When new sensors have been added to the HDM, the First-Time Setup button appears. Any sensors that have not
yet been setup appear in blue text.

New Halo 2 and 3 sensors come with default login credentials:

l username: admin
l password: changeme

New Halo 4 sensors come without a default username or password.

In either case, you must create an initial user with administrator privileges and log in to the sensor using your new
credentials before the sensor becomes operational.

NOTE

You can also create the initial user for your sensor through:
l Camera Configuration Tool (CCT) — sensors discovered in the factory default state are

identified by . Select the Admin Users tab to create the first user.
l Halo Web User Interface — enter the sensor's IP address in a web browser to access the

web interface. When you log into the Web UI for the sensor for the first time, the system
redirects you to the Add a new user page to create the first user.

To set up your sensors:

1. In the Sel column, select the new sensors you want to set up.

NOTE

If you select multiple sensors, the same Device Name, and account information
(Username, and Password) is used for all of the selected sensors.

2. Click First-Time Setup. The Setup - Change User dialog box appears. For information on user name and
password requirements, see Types of Users on page 15.

3. Enter a User name.

4. Enter a Password.

5. Click OK. The Setup - Device Name dialog box appears.

6. Enter a Name for your sensors.

7. Click OK. The Setup - Timezone dialog box appears.

8. Select the timezone in which your sensors are located.

9. Click OK. The Setup - Select Country dialog box appears.

10. Select a Country. The country selected determines the units of measurement.

11. Click OK. The Setup - Halo Device dialog box appears, with the EULA in the left pane and the Privacy Policy
in the right pane.

12. Review both documents, and enter your Name, Organization, Email, and Phone number.

13. Click OK. The HDM restarts the selected sensors.

Setting up Your Sensors for the First Time 9



While the sensors are restarting, their state changes to running, not ready. Once the sensors are back online and
communicating with the HDM using the new credentials, their state changes to connected. See Device States on
page 23 for more information.

NOTE

The Status of some sensors may be Needs Individual Login. In this case, you need to right-click
the sensor and select Individual Login to set the credentials.

Setting the UI Language
To set the UI language:

1. Click Actions > Time & Country > UI Language. A menu appears.

2. Select an available language.

NOTE

The available languages depend on the version of the Halo sensor you have selected.

Setting the UI Language 10



Managing Device Lists and Views

The HDM lets you create, save and load lists of your sensors, making them easier to manage. In addition, you can
create views of data by selecting which columns you want to see.

Managing Device Lists 11

Managing Views 12

Managing Device Lists
A device list is a set of sensors that you save in a file on your computer. When you load the device list into the
HDM, all of the sensors that belong to that list are automatically loaded.

You can create as many device lists as you need, and sensors can be a part of multiple device lists.

Creating Device Lists 11

Saving Device Lists 11

Loading Device Lists 12

Creating Device Lists
To create a list of devices:

1. Add sensors you want included in your list, by:
a. scanning for them, or

b. manually adding them

2. To:
a. remove sensors you do not want included in your list:

1. In the Sel column, select any sensors you want removed.

2. Click Device > Remove Selected Devices.

b. keep only selected sensors in your list:
1. In the Sel column, select any sensors you want to keep.

2. Click Device > Keep Selected Devices.

c. remove all sensors from your list, click Devices > Clear All Devices.

Saving Device Lists
To save a Device List:

1. Click File > Save Device List.

2. Browse to the location where you want to save the file. The default save location is

Managing Device Lists and Views 11



C:\Users\<userid>\AppData\Local\HaloDevMan.
3. Enter a name for the file. Do not change the extension. The default file name is list.hlo.

4. Click Save.

NOTE

You can share this file with other users by copying the saved file to their computer and opening
it in the HDM installed there. For security reasons usernames and passwords for logging into
the sensors are not included in the saved data.

Loading Device Lists
To load a Device List:

1. Click File > Load Device List.

2. Browse to find and select the .hlo file you want to load.

3. Click Open. An encrypted list of all the sensors in that file is loaded.

NOTE

The users names and passwords for the sensors are only loaded if the .hlo was created on the
same computer on which you are loading it.

Managing Views
A view is a collection of columns of sensor data that you have selected to display. When you load the view into
the HDM, all of the columns in that list are automatically displayed.

You can create as many views as you need, to sort and display your data.

Creating a View 12

Saving a View 14

Loading a View 14

Creating a View
Columns in your current view can be shown or hidden by using the Viewmenu. A check mark on the left indicates
the column is displayed in the current view.

To choose which columns to include in your view:

Loading Device Lists 12



1. Click View. A menu appears.

2. Select the columns to display.

NOTE

Some columns are grouped. This is indicated by an arrow on the right. Click a group
name to show another menu, then select the columns to display from that menu.

3. When you are finished, click View again to close the menu.

To reorder the columns in your view:

1. Click the column title.

2. Drag it to a new position.

3. Repeat as necessary, until the columns are in the order you want.

Available Columns for Your View

Some of the details you can view for each Halo sensor:

Available Columns for Your View 13



Saving a View
Once you have created a custom view of your data, you can save it for future use.

To save your view:

1. Click File > Save View.

2. Browse to the location where you want to save the file.

3. Enter a name for the file.

4. Click Save.

Loading a View
To load a saved view:

1. Click File > Load View.

2. Browse to find and select the view file you want to load.

3. Click Open.

Saving a View 14



Managing Users

You can store multiple sets of user credentials for your sensors, making it easier to connect to them and support
different devices with different login information. These credentials are saved in your device list (.hlo file).

Types of Users 15

Creating a New User Account 16

Changing an Account Password or Type 16

Deleting a User Account 16

Types of Users
The HDM restricts access by two different user levels:

1. Admins have full control, and can make any configuration changes.

2. Users can only view the Dashboard, and Sensor Readings. They cannot make any configuration changes.

NOTE

Halo 4 sensors have no minimum requirements for usernames or passwords. However, we
recommend using a complex and unique password.

Username Requirements for Admins (Halo 2 & 3)
l 5+ characters
l no spaces or special characters

Username Requirements for Users (Halo 2 & 3)
l 2+ characters
l no spaces or special characters

Password Requirements (Halo 2 and 3)
All passwords must contain at least one:

l lower-case letter
l upper-case letter
l number
l special character !@#$%^&_-

While there are no password requirements for Halo 4 sensors, we recommend using a unique password at least
as complex as the one described above.

Managing Users 15



Creating a New User Account
To add a new user name and password:

1. In the Sel column, select the sensors you want to add a new user account to.

2. Click Actions > User Management > Add New User. The Add New User dialog box appears.

3. Enter a User name.

4. Enter a Password. To view the password you entered, click

5. Select the account type:
a. admin

b. user

6. Click OK.

Changing an Account Password or Type
To change the type or password for an account:

1. In the Sel column, select the sensors you want to update the account information on.

2. Click Actions > User Management > Change Password and Type. The Change User dialog box appears.

3. Enter a new Password. To view the password you entered, click

4. Select an account type:
a. admin

b. user

5. Click OK.

Deleting a User Account

NOTE

If all Admin users are deleted from a Halo sensor, it requires a factory reset to regain access.

To delete a user account:

1. In the Sel column, select the sensors you want to remove a user account from.

2. Click Actions > User Management > Delete Existing User. The Remove User dialog box appears.

3. Enter the User name.

4. Click OK.

Creating a New User Account 16
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Updating the Firmware

Before Updating to the Latest Firmware
Halo 2

l If the current firmware is below version 2.5.1, upgrade to version 2.5.1, then to version 2.8.2.3, then to
version 2.17.0.3 before updating to the latest version.

l If the current firmware is 2.5.1 or higher and below version 2.8.2.3, upgrade to version 2.8.2.3, then to
version 2.17.0.3 before upgrading to the latest version.

Presets aren't supported for firmware versions older than 2.2.

Halo 3

If the current firmware is below 2.17.0.2, upgrade to 2.17.0.3 before updating to the latest version.

Updating the Sensor's Firmware
To update the firmware:

1. From the HDM, in the Sel column, select the sensors you want to update.

2. Click:
a. Actions > Upload HALO 2, 3 Firmware

b. Actions > Upload HALO 4 Firmware

Managing Your Sensors 17



NOTE

Upload HALO 4 Firmware only appears if you have selected a Halo 4 sensor.

3. Browse to find and select the downloaded firmware file (for Halo 2 or 3, this file is in .upk format; for Halo
4, this file is in .bin format).

4. Choose:
a. Apply new event preset, to:

l replace existing default events and actions with the defaults from the new firmware
l remove custom events and actions
l add new events and actions

b. Merge existing events with new event preset, to:
l replace existing default events and actions with defaults from the new firmware
l keep custom events and actions
l add new events and actions

c. Keep existing events, to:
l keep all existing events and actions, whether they are default or custom
l add new events and actions

5. Click OK.

Configuration Settings
When you download the configuration settings from a sensor, all of the settings are downloaded into a .json file,
except:

l User
l Time zone
l IP Address

TIP

This file can be used as a backup or as a template to apply the same settings to other sensors.

When the configuration file is downloaded, it is saved as serverConfig_<SensorMACaddress>.json in
C:\Users\<username>\AppData\Local\HaloDevMan\Downloads.

Downloading
To download sensor configuration settings:

1. In the Sel column, select the sensors you want to download the configuration settings from.

2. Click Actions > Config Upload/Download > Get Config.

To view the downloaded file, click File > View Downloads. This automatically opens the downloads folder located
at C:\Users\<username>\AppData\Local\HaloDevMan\Downloads.

Configuration Settings 18



Uploading

NOTE

Config Upload options are only available for Halo 2 or 3 models.

To upload settings from a previously downloaded file:

1. In the Sel column, select the sensors you want to upload settings to.

2. Click Actions > Config Upload/Download. A new menu appears.

3. Select the Upload option with the configuration settings you want to upload to the selected sensors

4. Browse to find and select the saved .json file.

NOTE

Halo sensor configuration files automatically download to
C:\Users\<username>\AppData\Local\HaloDevMan\Downloads.

5. Click Open.

Renaming a Sensor
To rename a sensor:

1. Right-click on the sensor you want to rename.

2. Click Change Device Name.

3. Enter a new name.

4. Click OK.

Loading Preset Events
Presets are pre-configured sets of events, thresholds, actions, and dashboard settings. You can load presets onto
your sensors.

To load presets onto your sensor:

1. In the Sel column, select the sensors you want to load presets onto.

2. Click Actions > Load Preset, then:
a. Preset Events, to replace all existing events with the selected presets. The Preset Events dialog box

appears:
1. Select the preset events you want to load.

2. Click OK.

b. Preset Events Merge, to merge the selected presets with any existing events. The Preset Events
dialog box appears.

Uploading 19



1. Select the preset events you want to load.

2. Click OK. The Merge Mode dialog box appears.

3. Select options to manage your merge conditions. Select anything you don't want changed, or
select Only add new events to keep all of your custom events and actions.

4. Click OK.

c. Merge without changing actions or removing events, is similar to the Preset Events Merge. It
automatically merges, adding new events and actions without overwriting any changed actions or
removing events.

Resetting Events
To reset all the events on your sensor to factory default:

1. In the Sel column, select the sensors you want to reset.

2. Click Actions > Load Preset > Set events to defaults

Rebooting Your Sensor
To reboot a senor:

1. In the Sel column, select the sensors you want to reboot.

2. Click Actions > Reboot.

Testing the Sensor LED and Audio
To test the LEDs or audio on a sensor:

1. In the Sel column, select the sensors you want to test.

2. Click Actions > LED/Sound Test, then:
a. LED Red, to light the LED ring on the selected sensors in red for 10 seconds

b. LED Green, to light the LED ring on the selected sensors in green for 10 seconds.

c. LED Blue, to light the LED ring on the selected sensors in blue for 10 seconds.

d. LED White, to light the LED ring on the selected sensors in white for 10 seconds.

e. Color Each Halo, to light the LED ring on each of the selected sensors in a different color for 10
seconds, to help identify them.

f. Siren, to play the siren sound on the selected sensors.

Configuring the Sensor's Location Settings
The sensor's time zone, time, and country settings can be configured.

Setting the Time Zone
To set the sensor's time zone:

Resetting Events 20



1. In the Sel column, select the sensors you want to configure.

2. Click Actions > Time & Country, then:
a. Set to PC Clock, to set the sensor to the same time and time zone as the computer you are using.

b. Set Timezone, to manually select the time zone. The Timezone dialog box appears:
1. Select the time zone in which your sensor is located.

2. Click OK. Your sensor is rebooted, and the new time zone is applied

Setting the NTP
Network Time Protocol (NTP) is a fundamental networking protocol that synchronizes the clocks of computer
systems across various networks. Its primary purpose is to ensure accurate and consistent timekeeping.

Any change to the NTP settings automatically reboots the sensor.

NOTE

To configure the sensor's NTP settings:

1. In the Sel column, select the sensors you want to configure.

2. Click Actions > Time & Country, then:
a. Disable NTP, to disable NPT on your sensors.

b. Enable NTP, to enable NTP on your sensors.

c. Select Default NTP servers, to set your sensors to use default NTP servers.

d. Set Custom NTP servers, to select the NTP servers your sensors use to determine the current time.
The Enter dialog box appears:

1. Enter the IP Address for the NTP servers you want to use, separated by spaces.

2. Click OK.

Setting the Country

NOTE

During first-time setup, Country settings:
l determine which units of measurement are displayed (metric or imperial)

l set the radio frequency to the standard for the selected country
Subsequent changes in Country settings only changes the radio frequency for the sensor to the
selected country.

To set the country for your sensor:

1. In the Sel column, select the sensor you want to configure.

2. Click Actions > Time & Country > Set Country. The Select Country dialog box appears.

3. Select a country.

4. Click OK.

Setting the NTP 21



Enabling and Disabling the Audio Sensor
To enable or disable the audio sensor on your Halo model 2 or 3, click:

a. Actions > Audio Sensor > Enable Audio Sensor and Reboot

b. Actions > Audio Sensor > Disable Audio Sensor and Reboot.

NOTE

By default the mechanical slide switch on the physical Halo 4 device is set to off. In order to use
audio analytics, slide the switch to the on position. For more information, see the Halo 4
Installation Guide.

Enabling and Disabling the Audio Sensor 22



Device States
The Status column displays the current state of your sensors. The possible states are described in the following
table

Opening the Web UI
Your Halo sensors can be configured individually through the Web UI.

To open the Web UI:

1. In the Sel column, select the sensor that you want to open the Web UI for.

2. Click Actions > Open Web Page.

Device States 23
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Connecting to the Cloud Portal 26

Configuring the Ethernet Settings
To configure the Ethernet settings:

1. In the Sel column, select the sensors that you want to configure the Ethernet settings for.

2. Click Actions > Network, then:
a. Ethernet Use DHCP, to set the selected sensors to use DHCP to obtain their IP addresses

automatically. This is the default setting.
b. Ethernet Static IP Range, to assign static IP addresses to the selected sensors. The Change

IP Address dialog box appears:
1. Enter the IP Address (for a single sensor), or the Starting IP Address (for multiple sensors).

2. Enter the Net Mask.

3. Enter the Router gateway.

4. Enter the DNS.

5. Click OK.

Configuring Halo 3C Ethernet Settings
The Halo 3C model supports the ability to enable, disable and retry the Ethernet out port on the sensor remotely,
from the HDM software.

To enable the Ethernet out:

1. In the Sel column, select a Halo 3C sensor.

2. Click Actions > Network > Halo 3C Ethernet Out > Enable Ethernet Out.

To disable the Ethernet out:

1. In the Sel column, select a Halo 3C sensor.

2. Click Actions > Network > Halo 3C Ethernet Out > Disable Ethernet Out.

To retry the Ethernet out:

1. Select a Halo 3C sensor.

2. Click Actions > Network > Halo 3C Ethernet Out > Retry Ethernet Out Power.

Configuring the Network Settings 24



Configuring the Wi-Fi Settings
To configure the Wi-Fi settings:

1. In the Sel column, select the sensors you want to configure the Wi-Fi settings for.

2. Click Actions > Network, then:
a. Wifi On, to enable Wi-Fi on the selected sensors

b. WIFI On+SSID/Password & Reboot, to connect the selected sensors to a Wi-Fi network. The Enter
SSID and Password dialog box appears:

1. Enter the SSID (network name)

2. Enter the Wi-Fi Password.

3. Click OK.

c. WIFI Off & Reboot, disables Wi-Fi on the selected sensors and restarts them.

d. WIFI DHCP & Reboot, sets the selected sensors to use DHCP for Wi-Fi and restarts them.

e. WIFI Static IP Range & Reboot, to assign static IP addresses to the selected sensors, for Wi-Fi. The
Change IP Address dialog box appears:

1. Enter the IP Address (for a single sensor), or the Starting IP Address (for multiple sensors).

2. Enter the Net Mask.

3. Enter the Router gateway.

4. Enter the DNS.

5. Click OK.

Configuring the HTTP/HTTPS Settings
HTTP / HTTPS settings specify the communication port for the devices webpages and the Authentication
protocol used to secure the connection.

NOTE

All browser connections and API calls must use the configured authentication protocols to
communicate with your sensors.

To configure the network security settings for your sensors:

1. In the Sel column, select the sensors you want to configure.

2. Click Actions > Network > Security then:
a. HTTPS mode (reboot required exc H4), sets the sensor to use HTTPS connections only.

b. HTTP + HTTPS mode (reboot required exc H4), sets the sensor to use HTTPS as the default, then
HTTP if HTTPS is unavailable.

NOTE

If any of the selected sensors are Halo models 2 or 3, selecting one of these
options automatically reboots the sensor.

Configuring the Wi-Fi Settings 25



Connecting to the Cloud Portal
To connect the sensor to your Cloud Portal:

1. Contact your Authorized Reseller to register your Halo sensor. You will receive your Registration String via
email.
All Halos that are part of a single site share the same Halo Registration String.

2. From the HDM, in the Sel column, select the sensors that you want to connect.

3. Click Actions > Cloud > Cloud String. A dialog box appears.

4. Enter the Registration String from your email.

5. Click OK.

6. Click Actions > Cloud > Cloud On.

To disable the cloud, click Actions > Cloud > Cloud Off. Your Registration String is saved.

Domain states
To view the current domain state:

1. Click View. A menu appears.

2. Click Cloud > Cloud Domain. The Cloud Domain column appears in your current view.

The possible states are:

l Unregistered – the sensor is not connected to the cloud
l Unassigned – the sensor is connected to the Cloud without a registered domain
l Name of Domain – the sensor is connected to its registered domain in the Cloud

Connecting to the Cloud Portal 26
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Configuring Primary and Secondary Integrations

NOTE

Each of the options after Actions is prefaced by either Primary Integration or Secondary
Integration. For the purpose of this document, Integration refers to either the primary or the
secondary integration option.

To configure the primary or secondary integration:

1. In the Sel column, select the sensor you want to configure.

2. From Actions > Integration, select:
a. Set String. A dialog box appears:

1. Enter a string defined in the 3rd party product. This is the notification that is sent to the 3rd
party product when an Event is triggered.

2. Click OK.

The Set String notification can be enabled or disabled by clicking Actions > Integration > Set
Enabled or Actions > Integration > Set Disabled.

b. Reset String. A dialog box appears:
1. Enter a string defined in the 3rd party product. This sends a notification to the 3rd party

product that a sensor(s) defined in an Event has been reset.
2. Click OK.

The Reset String notification can be enabled or disabled by clicking Actions > Integration > Reset
Enabled or Actions > Integration > Reset Disabled.

c. Either:
a. Integration Mode TCP or

b. Integration Mode HTTP

to set the communication mode for the integration.
d. Integration Addr, to set the IP address of the integration. A dialog box appears:

1. Enter the IP address of the integration.

2. Click OK.

e. Integration Port, to set the port for communications. A dialog box appears:
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1. Enter the Port number.

2. Click OK.

f. Integration User/Password, to set the username and password for the integration. A dialog box
appears:

1. Enter the User name.

2. Enter the Password.

3. Click OK.

Setting the Integration Authentication Mode
To configure the integration authentication mode:

1. In the Sel column, select the sensors that you want to add a heartbeat to.

2. Click Actions > Integration > Change Authentication Mode, then:
a. None/Basic/Digest

b. Basic

c. BearerToken.Whenthisoptionisselected, it isnecessarytoalsoconfiguretheBearerTokenAuthURL:
1. Click Actions > Integration > Change Authentication Mode > Bearer Token Auth URL. A

dialog box appears.
2. Enter the URL.

3. Click OK.

d. OAUTH2. When this option is selected, it is necessary to configure the OAUTH2 settings:
1. Click Actions > Integration > Change Authentication Mode > OAUTH2 Client Credential Flow

2. Click Actions > Integration > Change Authentication Mode > OAUTH2 Authorization
Endpoint. A dialog box appears:

1. Enter the endpoint.

2. Click OK.

3. Click Actions > Integration > Change Authentication Mode > OAUTH2 Client ID. A dialog box
appears:

1. Enter the Client ID.

2. Click OK.

4. Click Actions > Integration > Change Authentication Mode > OAUTH2 Client Secret. A dialog
box appears:

1. Enter the Client Secret.

2. Click OK.

e. Make Token Request, to trigger the sensor to make a token request.

Adding a Heartbeat
Heartbeat works with the connections to 3rd party products and sends specified information on a specified time
interval. Individual product guides are available from the Partner Integration Guides section of the website.

To add a heartbeat:
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1. In the Sel column, select the sensors that you want to add a heartbeat to.

2. Click Actions > Heartbeat, then:
a. Heartbeat String, to enter the message to be sent. A dialog box appears:

1. Enter the message to be sent.

2. Click OK.

The message can contain plain text as well as keywords. Some keyword examples are:
l %NAME%, the sensor name as specified in Device settings
l %IP%, the IP Address assigned to Halo sensor
l %MAC%, the MAC Address of the Halo sensor
l %EVENTS%, a list of current event states
l %DATE%, the date of the Event
l %TIME%, the local time of the Event

b. Select either Heartbeat Mode TCP or Heartbeat Mode HTTP to set the protocol to be used to
transmit the event notifications. If you select Heartbeat Mode TCP, you need to configure the
IP Address and Port for the integration:

1. Click Actions > Heartbeat > Heartbeat Addr. A dialog box appears.

2. Enter the IP address.

3. Click OK.

4. Click Actions > Heartbeat > Heartbeat Port. A dialog box appears:

5. Enter the Port number.

6. Click OK.

c. Rate, to set the frequency at which the Heartbeat is sent, in seconds. A dialog box appears:
1. Enter the interval, in seconds.

2. Click OK.

d. Either Heartbeat Enabled or Heartbeat Disabled to enable or disable the heartbeat.

e. Heartbeat User/Pswrd, to enter the account information for the integration. A dialog box appears:
1. In User, enter the user name for the integration.

2. In Password, enter the password for the integration.

3. Click OK.

Setting the Heartbeat Authentication Mode
To configure the heartbeat authentication mode:
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1. In the Sel column, select the sensors that you want to add a heartbeat to.

2. Click Actions > Heartbeat > Change Authentication Mode, then:
a. Heartbeat None/Basic/Digest

b. Heartbeat Basic Only

c. Heartbeat Bearer Token. When you select this, you need to set the URL for the bearer token:
1. Click Actions > Heartbeat > Select Authentication Mode > Bearer Token Auth URL. A dialog

box appears.
2. Enter the URL.

3. Click OK.

d. OAUTH2. When you select this, you need to configure the OAUTH2 settings:
1. Click Actions > Integration > Change Authentication Mode > OAUTH2 Authorization

Endpoint. A dialog box appears:
1. Enter the endpoint.

2. Click OK.

2. Click Actions > Integration > Change Authentication Mode > OAUTH2 Client ID. A dialog box
appears:

1. Enter the Client ID.

2. Click OK.

3. Click Actions > Integration > Change Authentication Mode > OAUTH2 Client Secret. A dialog
box appears:

1. Enter the Client Secret.

2. Click OK.

e. Heartbeat OAUTH2 Client Credential Flow. When you select this, you need to configure the OAUTH2
settings:

1. Click Actions > Integration > Change Authentication Mode > OAUTH2 Authorization
Endpoint. A dialog box appears:

1. Enter the endpoint.

2. Click OK.

2. Click Actions > Integration > Change Authentication Mode > OAUTH2 Client ID. A dialog box
appears:

1. Enter the Client ID.

2. Click OK.

3. Click Actions > Integration > Change Authentication Mode > OAUTH2 Client Secret. A dialog
box appears:

1. Enter the Client Secret.

2. Click OK.

f. Make Token Request, to trigger the sensor to make a token request.

Configuring the RTSP Settings
RTSP (Real Time Streaming Protocol) can be used to stream the Live View to an RTSP supported platform.

To configure RTSP settings:
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1. In the Sel column, select the sensors that you want to configure.

2. Click Actions > RTSP, then:
a. Either Turn On or Turn Off to enable or disable the RTSP stream.

b. Either Select Graph or Select Dashboard, to select the displayed data format.

c. Change Port, change the port for communications.

d. Set User, to define the user name for the RTSP stream.

NOTE

The RTSP stream has its own authentication that is separate from the device login
credentials.

e. Set Password, to define the password for the RTSP stream.

Setting the RTSP Authentication Type
To set the RTSP authentication:

1. In the Sel column, select the sensors that you want to configure.

2. Click Actions > RTSP, then:
a. Set No Authentication, to disable authentication for the RTSP stream

b. Set Basic Authentication, to enable basic authentication for connections to the RTSP stream

c. Set Digest Authentication, to enable digest authentication for connections to the RTSP stream

d. Set Both Authentication, to enable both basic and digest authentication for connections to the
RTSP stream.

Configuring BACnet Settings
To configure BACnet settings:

1. In the Sel column, select the sensors you want to configure.

2. Click Actions > BACnet, then:
a. Either Turn ON or Turn OFF to enable or disable BACnet.

b. Either Set BACnet Device Name or Use Halo Name for Device Name, to set the device name. If you
select Set BACnet Device Name, a dialog box appears:

1. Enter the device name.

2. Click OK.

c. Either:
a. Set BACnet Instance, to set the BACnet ID for a single sensor. A dialog box appears:

1. Enter the instance number.

2. Click OK.

b. Set BACnet Instance Range, to set the BACnet ID for multiple sensors. A dialog box appears.
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1. Click Yes. A dialog box appears.

2. Enter the starting number.

3. Click OK.

d. Set port number, to set the port number for BACnet communications. A dialog box appears.
1. Enter the port number.

2. Click OK.

e. Either Enable Foreign Device or Disable Foreign Device. If you select Enable Foreign Device, then:
1. Click Actions > BACnet > Set Foreign TTL. A dialog box appears.

2. Enter the TTL.

3. Click OK.

4. Click Actions > BACnet > Set Foreign Address

5. Enter the address.

6. Click OK.

f. Either Use Halo Name for Location, Use Halo MAC for location, or Set BACnet Location. If you
select Set BACnet Location, a dialog box appears:

1. Enter the BACnet location.

2. Click OK.
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Managing Certificates

Adding Certificates 33

Removing Certificates 33

Validating Certificates 33

Adding Certificates
To add a certificate:

1. In the Sel column, select the sensors that you want to add a certificate to.

2. Click Actions > Certificate, then:
a. Add Primary Integration Server Cert

b. Add Secondary Integration Server Cert

c. Add Heartbeat Server Cert

d. Add Email Server Cert

A dialog box appears.
3. Enter a name for your certificate.

4. Click OK. A dialog box appears.

5. Browse to find and select the certificate you want to use.

6. Click Open.

Removing Certificates
To remove a certificate:

1. Click Actions > Certificate, then:
a. Remove Primary Integration Server Cert

b. Remove Secondary Integration Server Cert

c. Remove Heartbeat Server Cert

d. Remove Email Server Cert

A confirmation dialog box appears.
2. Click OK.

Validating Certificates
To validate a certificate:
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1. Click Actions > Certificate > Validation, then:
a. Validate Primary Integration Server Cert

b. Validate Secondary Integration Server Cert

c. Validate Heartbeat Server Cert

d. Validate Email Server Cert

The Certificates dialog box appears.
2. Select Validate Certificates.

3. Click OK.

Adding a Certificate Validation Column to Your View
In order to view the validation results, you must have the corresponding certificate validation column in your
current view.

To add a certificate validation column to your view, click View > Certificates, then:

a. Validate Primary Integ. Certs

b. Validate Secondary Integ. Certs

c. Validate Heartbeat Certs

d. Validate Email Certs
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Logs

All logs are saved as .csv or .log files. Log files are named with the year, month, and day on which their data was
saved.

Log files are stored in the sensor's volatile memory, so they are lost if power is removed from the sensor.

Types of Logs

Device Logs
There are two types of device logs:

1. sensor log files, named YYYYMMDD.log

2. sensor driver log files, named drvYYYMMDD.log

Data Logs
There are two types of data logs:

1. easy-to-read formatted log files, named evtYYYYMMMDD.csv. There are up to 3 of these files available,
each containing 24 hours of data, and composed of over 1 million data points.

2. raw data log files, named YYYYMMMDD.csv. These log files record data every 15 seconds by default.
These files are typically only used for diagnostic review, as they are not as easily interpreted.

Downloading Log Files
To download the log files from a sensor:

1. In the Sel column, select the sensors from which you want to download the log files.

2. Click Actions > Get Logs, then:
a. Get All Logs, to download all the log files from the selected sensors. This downloads both the

device logs and the data logs.
b. Get All CSVs, to download all the .csv log files from the selected sensors. This only downloads the

data logs.
3. Once the download is complete, a dialog box appears. Click:

a. Yes, to open the downloads folder.

b. No, to close the dialog without opening the downloads folder.

The log files are automatically downloaded to C:\Users\<username>\AppData\Local\HaloDevMan\Downloads.
You can open this folder from within the HDM by clicking File > View Downloads.
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Managing Your Amplify Sensors

HDM can manage Amplify Sensors, which are additional sensors that can be connected to your Halo 2 or 3
sensor.

The following instructions apply to Halo models 2 or 3, not to Halo 4 sensors.
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Removing Amplify Sensors 37

Viewing Amplify Sensor Data 38

Changing the Amplify Sensor View 38

Loading Amplify Sensor Event Presets 39

Registering New Amplify Sensors
To register a new Amplify sensor with your Halo sensor:

1. In the Sel column, select the Halo 2 or 3 sensor to which you want to register your Amplify sensor.

2. Click Actions > Amplify > Register [Device_Type]. Available device types are:
l TempHum (temperature and humidity)
l Rope (leak detection)
l OpenClose (door/window sensor)
l Flood
l Occupancy

A dialog box appears.
3. Enter the MAC address of your Amplify sensor.

NOTE

The MAC ID is a unique identifier that can be used to ensure you have selected the
correct Amplify sensor. The MAC ID for each Amplify sensor can be found on the back of
the sensor and on the packaging.

4. Click OK.
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Renaming Amplify Sensors
By default, the name of an Amplify sensor is the sensor type, followed by the last six characters of the MAC ID.
This can be changed to make your Amplify OS easier to identify.

To rename your Amplify sensor:

1. In the Sel column, select the Halo sensor to which your Amplify sensor is connected.

2. Click Actions > Amplify > Show Amplify Devices. The Amplify dialog box appears with all of the connected
Amplify sensors.

3. Right-click on the Amplify sensor you want to rename. A menu appears.

4. Click Rename Amplify Device. A dialog box appears.

5. Enter a new name for your Amplify sensor.

6. Click OK.

Enabling or Disabling Amplify Sensors
To enable or disable the Amplify sensors connected to your Halo sensor:

1. In the Sel column, select the Halo 2 or 3 sensor that your Amplify sensors are connected to.

2. Click:
a. Actions > Amplify > Enable Amplify Devices

b. Actions > Amplify > Disable Amplify Devices

Backing up Amplify Sensors
To create a back up of your Amplify sensor settings:

1. In the Sel column, select the Halo 2 or 3 sensor that the Amplify sensors you want to back up are
connected to.

2. Click Actions > Amplify > Backup Amplify Devices. An Amplify.json backup file is created and saved in
C:\Users\[User-Name]\AppData\Local\HaloDevMan\Downloads.

Restoring Amplify Sensors
To restore your Amplify sensor settings from back-up:

1. In theSel column, select theHalo 2 or 3 sensor that theAmplify sensors youwant to restore are connected to.

2. Click Actions > Amplify > Restore Amplify Devices. A confirmation dialog box appears.

3. Click Yes. The Upload Config dialog box appears.

4. Browse to find and select the backup file. Amplify.json backup file are automatically stored in C:\Users\
[User-Name]\AppData\Local\HaloDevMan\Downloads.

5. Click Open.

Removing Amplify Sensors
To remove all Amplify sensors from your Halo sensor:

Renaming Amplify Sensors 37



1. In the Sel column, select the Halo 2 or 3 sensor that the Amplify sensors you want to remove are
connected to.

2. Click Actions > Amplify > Delete All Amplify Devices. A confirmation dialog box appears.

3. Click Yes.

To remove a single Amplify sensor from your Halo sensor:

1. In the Sel column, select the Halo sensor to which your Amplify sensor is connected.

2. Click Actions > Amplify > Show Amplify Devices. The Amplify dialog box appears with all of the connected
Amplify sensors.

3. Right-click on the Amplify sensor you want to remove. A menu appears.

4. Click Delete Amplify Device From HALO. A confirmation dialog box appears.

5. Click Yes.

Viewing Amplify Sensor Data
Amplify sensors and their data can be viewed in a separate dialog box.

To view your Amplify sensors and data:

1. In the Sel column, select the Halo sensor to which your Amplify sensors are connected.

2. Click Actions > Amplify > Show Amplify Devices. The Amplify dialog box appears with all of the Amplify
sensors connected to the selected Halo sensors.
This is a real-time display, reflecting the current values of connected Amplify devices. Selecting or
deselecting HALO devices on the main window updates the Amplify display in real time.

Changing the Amplify Sensor View
Columns in your current view can be shown or hidden by using the Viewmenu. A check mark on the left indicates
the column is displayed in the current view.

To choose which columns to include in your view:

1. From the Amplify dialog box, click View. A menu appears.

2. Select the columns to display.

NOTE

Some columns are grouped. This is indicated by an arrow on the right. Click a group
name to show another menu, then select the columns to display from that menu.

3. When you are finished, click View again to close the menu.

To reorder the columns in your view:

1. Click the column title.

2. Drag it to a new position.

3. Repeat as necessary, until the columns are in the order you want.
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Available Columns for Your Amplify View

Some of the details you can view for each Amplify sensor:

Loading Amplify Sensor Event Presets
Presets are default configurations used to enable sets of functionality in the Events, and Action pages.

Following a firmware update new presets may be available to enable new features.

NOTE

Loading preset values may erase any custom events, and actions that have been configured. To
preserve any customizations, ensure you select the appropriate deployment option.
Presets for zone-based events are only loaded if there is at least one zone defined.

To load preset events:

1. Select the Halo 2 or 3 sensor connected the Amplify sensor on which you want to load preset events.

2. Click Actions > Amplify > Load Amplify Preset Events, then:
a. Preset Events, to replace all existing events with the selected presets. The Preset Events dialog box

appears:
1. Select the preset events you want to load.

2. Click OK.

b. Preset Events Merge, to merge the selected presets with any existing events. The Preset Events
dialog box appears.

1. Select the preset events you want to load.

2. Click OK. The Merge Mode dialog box appears.

3. Select options to manage your merge conditions. Select anything you don't want changed, or
select Only add new events to keep all of your custom events and actions.

4. Click OK.

c. Set events to defaults, to reset the sensor events to the default settings.

d. Merge without changing actions or removing events, is similar to the Preset Events Merge. It
automatically merges, adding new events and actions without overwriting any changed actions or
removing events.
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Panic Buttons

NOTE

Only applicable for iPanic buttons compatible with Halo-3C and Halo-3C-PC, with firmware v2.8
and later.

To enable panic buttons:

1. In the Sel column, select the Halo 3 sensor on which you want to enable panic button use.

2. Click Actions > Panic Buttons > Enable Panic Buttons.

To disable panic buttons:

1. In the Sel column, select the Halo 3 sensor on which you want to disable panic button use.

2. Click Actions > Panic Buttons > Disable Panic Buttons.
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Important Safety Information

Laser Safety Notice

Halo Smart Sensors contain a CLASS 1 LASER PRODUCT in accordance with
standard IEC60825-1:2014 and EN60825-1:2014+A11:2021. This product complies
with 21 CFR 1040.10 and 1040.11 except for conformance with IEC 60825-1 Ed. 3.,
as described in Laser Notice No. 56, dated May 8, 2019.
Caution - Use of controls or adjustments or performance of procedures other than
those specified herein may result in hazardous radiation exposure.

No regular maintenance is required to keep this product in compliance.

Avis de sécurité laser
Halo Smart Sensors contient un PRODUIT LASER DE CLASSE 1 conforme à la norme
IEC60825-1: 2014, EN60825-1:2014+A11:2021. Ce produit est conforme aux
normes 21 CFR 1040.10 et 1040.11, à l’exception de la conformité à la norme IEC
60825-1 Ed. 3., tel que décrit dans l’Avis laser n ° 56 du 8 mai 2019.
Attention - L’utilisation de commandes ou de réglages ou la réalisation de procédures
autres que celles spéci iées dans le présent document peut entraîner une exposition à
des radiations dangereuses.

Aucun entretien régulier n’est requis pour maintenir ce produit en conformité.

Considérations de maintenance de niveau 1
Les procédures de maintenance de niveau 1 pour le capteur intelligent Halo ne requièrent pas le retrait de
composants susceptibles d’exposer l’assemblage laser de classe 1.

Level 1 Maintenance Considerations
Level 1 Maintenance procedures for the Halo Smart Sensor do not require removal of any components that would
expose the Class 1 Laser Assembly.

USA FCC (EMC) Requirement:
This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.
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NOTE

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference by one or
more of the following measures:

l Reorient or relocate the receiving antenna.

l Increase the separation between the equipment and receiver.

l Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

l Consult the dealer or an experienced radio/TV technician for help.

Changes or modifications not expressly approved by the party responsible for compliance could void the user's
authority to operate the equipment.

Canada ICES (EMC) Requirement:
This Class B digital apparatus complies with CAN ICES-003(B) / NMB-003(B)

For All Countries:
The use of EMC compliant support and auxiliary equipment with this device is required in order to fully comply
with the EMC regulatory standards.

REG MODEL: AB1AFAN

EUWEEE

This symbol means that according to local laws and regulations your product should be disposed of separately
from household waste. When this product reaches its end of life, take it to a collection point designated by local
authorities. Some collection points accept products for free. The separate collection and recycling of your
product at the time of disposal will help conserve natural resources and ensure that it is recycled in a manner that
protects human health and the environment WEEE.
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RF Exposure (Wireless) Requirement:
This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation, Science and
Economic Development Canada’s licence-exempt RSS(s). Operation is subject to the following two conditions:

1. This device may not cause interference.

2. This device must accept any interference, including interference that may cause undesired operation of the
device.

L’émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme aux CNR d’Innovation,
Sciences et Développement économique Canada applicables aux appareils radio exempts de licence.
L’exploitation est autorisée aux deux conditions suivantes :

1. L’appareil ne doit pas produire de brouillage;

2. L’appareil doit accepter tout brouillage radioélectrique subi, même si le brouillage est susceptible d’en
compromettre le fonctionnement.

A separation distance of at least 20 centimeters should normally be maintained between the device and nearby
persons.

Une distance de séparation d'au moins 20 centimètres doit normalement être maintenue entre l'appareil et les
personnes à proximité.

Brazil Requirement:
Este equipamento não tem direito à proteção contra interferência prejudicial e não pode causar interferência em
sistemas devidamente autorizados. Para maiores informações, consulte o site da ANATEL –
(www.anatel.gov.br).

Singapore Requirement:
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Mexico Requirement:

Japan Requirement:

Safety Requirement:
This product is intended to be used in a Network Environment 0 per IEC TR62101. The sensor is to be connected
only to PoE networks that comply with IEEE 802.3at without routing to the outside plants.
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More Information & Support

For additional product documentation and software and firmware upgrades, visit support.motorolasolutions.com.

Technical Support
Contact Motorola Solutions Technical Support at support.motorolasolutions.com/s/contact-us.
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