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About this Document

This manual is intended for administrators and users of the Pelco Halo Smart Sensor, and is applicable to
hardware versions 3C, 3C-PC, 3C-NRD, 3C-PC-NRD, Halo firmware version 2.20. It includes instructions
for using and managing the product on your network. Previous experience of networking will be of use
when using this product. Some knowledge of electrical circuitry and alarm panel connection may be useful
in certain types of installations. Later versions of this document will be posted at
https://halodetect.com/resources/manuals-guides/.

% NOTE
HALO-3C-NRD & HALO-3C-PC-NRD does not have wireless communication. The following
features are unavailable:

« Wifi Network Adapter
» Amplify Sensor Suite
» iPANIC Button

% NOTE

Halo v2.0 and HALO-2C have been discontinued, however these devices should be
updated to firmware version 2.20 to include cybersecurity updates. For more information
see https://halodetect.com/.

Firmware version 2.14.3.0 is the last supported firmware update, however 2.20 includes required
cybersecurity updates.

To leverage the latest features, including cybersecurity-related improvements, download the latest version
of the firmware from https://halodetect.com/firmware-tools/
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Introduction

Halo Smart Sensors are Internet of Things (IoT) devices which can detect environmental changes occurring
in many locations including privacy concern areas where surveillance cameras can't be installed. Halo
Smart Sensors are capable of detecting many things such as vaping, smoke, vaping with THC, specific
keywords, occupancy, air quality, and aggression. Additional sensors give Halo the ability to monitor air
quality index (AQI), temperature, humidity, many hazardous chemicals and more. When the sensor values
exceed threshold levels, Halo Smart Sensor can send alerts to responders.
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Setting up the Halo Web Ul

PrEreQUIS S . 10

Sy S M ReQUITEM NS . 10

Preparing to Access the Web Ul ... 10

Creating the Initial USer ... .. . . 11
Prerequisites

Before you begin, ensure your Halo Smart Sensor is working and properly connected. See the Halo
Installation Guide for more information.

System Requirements

A Windows 10 (or newer) PC with Google Chrome™ installed.

Preparing to Access the Web Ul

To access the Halo Web Ul, you need the sensor's IP address. The IP address is assigned automatically as
soon as it is connected to the network.

Connecting to the Same Subnet

To ensure connectivity, your sensor and the computer you are using must be on the same subnet:

« |f DHCP is enabled, set the client machine to obtain a DHCP assignment so the sensor is
automatically added to the same subnet.

« If DHCP is not enabled, set the client machine for zero-configuration networking (zero-conf). The
sensor uses zeroconf to obtain an IP address in the 169.254.x.x range. Zero-conf is the default
behavior for Windows OS when DHCP is not available.

Finding the Sensor's IP Address

After you have added the sensor to the network, you must find the sensor’s IP address.

Autodiscover the sensor using the Halo Device Manager (HDM). Download the latest version of HDM from
https://halodetect.com/firmware-tools/.

Alternative Methods to Find the IP Address

If you don't have access to one of those applications, consider one of these options:
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« ARP/Ping: For factory-default sensors without administrator credentials, you can use the arp

Windows command to add an entry to the ARP table. Then, by powering on the sensor and
simultaneously pinging it with the desired new IP address, the sensor adopts that address.

« DHCP Assignment: Your network administrator can check the DHCP server for assigned IP

addresses on the network.

Creating the Initial User

New sensors come with default login credentials:

e username: admin

« password: changeme

The first time you login, you must create an initial user with administrator privileges and log in to the sensor
before the sensor becomes operational.

CAUTION

The initial user for a sensor can also be created through the HDM. Confirm HDM has valid
Halo credentials prior to updating Halos to version 2.17 and higher to avoid inadvertent
logon lockout

You need the sensor's IP address to create the initial user. When you log into the Web Ul for the sensor for
the first time, the Initial Device Setup dialog box appears where you create the first user.

To create the initial user:

1.

® N O O~

i

Launch Chrome.
Your web browser must be configured to accept cookies for the interface to function correctly.

Enter the IP Address for your Halo sensor. The Your connection is not private warning appears. This
is expected, as the connection is now established over https.

Click Advanced.

Click Proceed to <ipaddress> (unsafe). The Sign in dialog box appears.

In Username, enter admin.

In Password, enter changeme.

Click Sign in. The Initial Device Setup window appears, open to the Administrator Credentials page.

In Username, type admin.

% NOTE
We do not recommend changing the username for the admin account. If you decide
to change it, the username must be at least 5 characters and cannot contain spaces
or any special characters.

In Password, type a new password.
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10.

1.
12.

13.
14.

15.
16.

17.
18.
19.
20.
21.

22.

% NOTE
The password must be at least characters and include at least 1 upper case, 1lower
case, 1numeric, and 1 special character. The password cannot contain the
username.

In Confirm Password, enter the password again.
When the credential criteria is met and the passwords match, the boxes turn green.

Click Next. The Device Name & Timezone page opens.
Set the device name and time zone:
« In Device Name, enter a name for your Halo sensor.
« From Timezone, select the time zone in which your sensor is located.
« From Country, select the country in which your sensor is located.
» From Language, select the language of preference.

% NOTE
This can be updated later in the Device settings.

Click Next. The Event Selection page opens.
Select the preset event groups for the initial device deployment.

% NOTE
This can be updated later in the Device settings.

Click Next. The SMTP Email Settings page opens.
Configure the email settings:
« From Select Email Provider, select the email provider to use with your Halo device.
« Once an Email Provider is selected, the information for Host, Port and Security updates.
» Enter the appropriate values in the remaining fields.
» Click Save and Test Connection.
Click Next. The End User License Agreement (EULA) appears.
Read through the licence.
Select | have read the above
Click Next

Enter the Name, Organization, Email and Phone information of the person who read and accepted
the EULA.

Click Save Settings and Reboot Device. The Halo Tour page appears, providing more information on
how to effectively use your device. A loading screen appears giving the current reboot status of your
Halo Smart Sensor. Once the sensor has rebooted the Web Ul for your sensor opens.

After creating this initial user, you need to login with the new credentials. Additional users can be created by
administrators, as described in Adding users.

12
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Web Ul Overview

Logging intothe Halo Web Ul ... . 13
VIBWS ..o 13
SENG TNE LAnNGQUAGE ........ ... 16
Logging OUL . 16

Logging into the Halo Web Ul
To access the Web Ul:

1. Launch your web browser.

2. Inthe search bar, enter the IP Address for your sensor.
3. Enter your login credentials.

4. Click Sign In.

Halo restricts access through usernames and passwords with two different access levels:

1. Admin
2. Viewer

For more information, see Managing Users on page 30.

% NOTE

If the Halo sensor you are connecting to has been updated from a firmware version prior to
2.2, and was left with the default password, the password changes to "changeme" and
requires a password change on the first login attempt.

Views

The interface has two views for display:

1. Dashboard
2. Sensors

Initially, the Web Ul opens to the Dashboard view. You can toggle between the different views by clicking a
button at the top-left of the window.

From either view, you can open different dialog boxes to complete tasks and configurations, by clicking a
button at the bottom of the window.
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Dashboard View
&b

. . . Dashboard
To view the dashboard, at the top-left of the window, click “ “ . The dashboard page opens.

The dashboard presents live readings on:

« Health Events, such as AQI, humidity, temperature, pressure, and light level

« Smoke Events, such as vaping, THC, and smoking

» Safety Events, such as tampering, panic, motion, and keyword detection

« additionally, on model HALO-3C-PC, occupancy count, loitering time, and stationary time

The order, grouping and appearance of these can be customized. For more information, see Customizing
the Dashboard View below".

Customizing the Dashboard View

To customize the Dashboard:

1)

Image

1. At the bottom of the window, click . The Image Settings dialog box appears.

2. From Background, select a color to set the default (non-alert) background color of the icons on the
dashboard.

3. From Text, select a color to set the color of the text.
From General, select:
« Show Date, to show the current date.
« Show Time, to show the current time.

« Use UTC Time, to display the current time in UTC. Clear Use UTC Time, to display the current
time in the local time zone.

« Use Metric, to display values in metric. Clear Use Metric, to display values in imperial.
5. To customize the appearance of the icons:
a. Inthe table at the bottom of the dialog box, locate the icon you want to change.
b. Select or clear Show, to show or hide the icon.
c. Clicking Color, and select a new color to set the color of the icon in a non-warning state.

d. Under Order and click “* or ™ until the icons are in the order you want them to appear.
e

. Toorganize the rows of icons, select or clear End Row, to add or remove rows. The icon listed
immediately after an icon with End Row selected is placed on a new row in the dashboard
display.

6. When you are finished with your changes, click:
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a. Save, to save your changes
b. Defaults, to discard all changes and revert to the default values.

% NOTE

Clicking Defaults reverts any changes made to the Dashboard view ever, not
just the ones from the current session.

c. Close, to exit without saving your current changes. This does not revert changes that have
already been saved.

Sensors View

ik
L]

To view the sensor data, at the top-left of the window, click Sensors . The sensors page opens.

The data from the sensor is displayed on cards that group the data by:
 Air quality index
» Health index
» Gases
« Air particulates
» Environment
 Movement
 Room occupancy

Click ? on any card for more information about the displayed data values and formats.

% NOTE
For Halo 2C & 3C, CO2cal is displayed instead of CO2eq. The Halo 2C & 3C incorporates a
calibrated sensor to accurately detect CO2 levels within a room.

Viewing Information About Your Sensor

To see information about your Halo sensor:

©

, . About
1. In the top-right corner click . A menu appears.

2. Click Device Info. The Device Info dialog box appears. The Device information includes:
« Model version
« Firmware version
« Build
» MAC address of the sensor
« Serial number
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o IPV4 and IPV6 IP Addresses

o Ethernet MAC

« IP and MAC Addresses of Wifi Adapter (if WiFi is enabled)

» CO2 serial number (depending on sensor Model) and calibration status
« Particle sensor serial number

« Firmware build date

« HW Rev and FW Base versions

« Flashinfo

« Date and time the sensor was lasted started

Legal

To view to third-party licences:

©

, . About
In the top-right corner click . A menu appears.

Click Legel. The Legal dialog box appears.
Click View Licences. A new page opens, with a list of all third-party licences.

P w N o

Click Details beside the licence you want more information on.

Once you are finished, click Back on your browser to return to the Halo Web UI.

Setting the Language

To set the language:

;&

Device

1. Atthe bottom of the window, click . The Device Settings dialog box appears.

2. Under Device Management, from Language, select a language.

Logging Out
(=

) ] ) ) Log Out
To log out of the Web Ul, in the top-right of the window, click .
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Configuring the Sensor Settings

N
To access the device settings, at the bottom of the page, click . The Device Settings dialog box
appears.

Date and Time

Device Management

Heat Sensor Configuration

Saving Halo Settings

Date and Time

You can configure the date and time for your sensor by selecting a timezone, or by using an NTP server.
Public NTP servers require internet access.

;#t

Device

To configure the date and time:

1. At the bottom of the window, click . The Device Settings dialog box appears.
2. Under Date and Time, from Timezone, select the time zone in which your sensor is located.

3. If you are using an external NTP Server to synchronize your time, in Custom NTP server, enter the
address of the server.

4. Click Save.

% NOTE

The option to disable NTP is unavailable to ensure consistent event times and analytics
across Cloud-managed Halo sensors.

Device Management

From the Device Management section, you can configure the device name, presets and firmware.
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Setting the Sensor Name

;ﬁ

Device

1. Atthe bottom of the window, click . The Device Settings dialog box appears.

2. From the Device management section, in Device Name, type a name for your sensor. The name
appears in every notification and can be used to identify the location of the sensor.

3. Click Set Name.

4. Click Additional Information Fields to show more options.
You can use the Additional Information Fields to add more detail about the device, which can be
defined by keyword to customize Notification, Integration, and Heartbeat messages.

5. Click Save additional settings.

Rebooting the Sensor

x

Device

1. At the bottom of the window, click . The Device Settings dialog box appears.

2. From the Device management section, click Reboot device to reboot the sensor.

CAUTION
Do NOT remove power while sensor is rebooting.

Updating the Firmware

% NOTE
Prior to updating firmware, it is best practice to document any changes made to thresholds
and advanced conditions. These changes can be re-programmed into the sensor once the
update is complete. See Loading Event Presets on page 35, if it is necessary to load preset
after the firmware upgrade.

1. Download the most recent firmware from https://halodetect.com/firmware-tools/

2. Open the Halo Web UL.
&
N

Device

3. Atthe bottom of the window, click

4. From the Device management section, in Firmware, click Browse to find and select the firmware file
you downloaded.

. The Device Settings dialog box appears.

5. Click Upload Firmware
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% NOTE

Firmware can be updated to multiple sensors at once using the Halo Device Manager
(HDM), see the HDM User Guide and download the tool from
https://halodetect.com/firmware-tools/

Heat Sensor Configuration

This is used to offset the temperature displayed, measured in Celsius.

% NOTE

For Halo sensors installed on the ceiling, we strongly advise adding a temperature offset,
to more accurately reflect the room temperature. There is less air circulation on ceilings,
allowing warmer air to pool around the sensor, which can result in an inaccurate, elevated
temperature.

;&

Device

1. At the bottom of the window, click . The Device Settings dialog box appears.

2. Fromthe Server configuration section, in Temperature offset, type an offset value. Positive, or
negative numbers can be used.

3. Click Set Offset.

Saving Halo Settings

Your Halo sensor settings can be saved for backup ,or as a template to apply the same settings to other
Halo sensors.

Downloading Sensor Settings

When you download the settings from your Halo sensor, all of the settings (except User, Time Zone, IP and
Amplify information) are saved to a file with a name similar to serverConfig_MACADDRESS.json in
C:\Users|\<username>|AppDatalLocal|HaloDevMan|Downloads.

To download the settings from you Halo sensor:

;&

Device

1. At the bottom of the window, click . The Device Settings dialog box appears.

2. From the Server Config section, click Download Server Config.
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Uploading Sensor Settings

To upload settings from a previously downloaded configuration file to a Halo sensor:

20

x

Device

1. At the bottom of the window, click . The Device Settings dialog box appears.
2. Fromthe Server Config section, click Browse to find and select the saved .json file.

Under Upload, select the configuration settings you want to load into the Halo device. Upload Config
except IP, TZ, Users is useful for restoring backups, as it includes the Halo device name.

. Click Upload Config.
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Configuring the Network Settings

6

To access the network settings, at the bottom of the page, click "

box appears.

. The Network Configuration dialog

B NNt
L
HT TP HT TIPS 22
CloUd ... 25
EThernet QUL ... 25
Adding Certificates for Communications ... ... ... .. 28

Ethernet

The sensor is set to DHCP by default, but can be changed to a static IP Address.

To configure the sensor with a static IP Address:

a6

, ~ Network _ o
At the bottom of the window, click . The Network Configuration dialog box appears.

Under Ethernet, toggle Automatic (DHCP) off.
In IP Address, enter an IP Address.

In Subnet Mask, enter the subnet mask.

In Gateway, enter the gateway

In DNS, enter the DNS.

Click Save.

N o gk~ DN

WiFi
The WiFi option is turned off by default.
To enable WiFi:

21 SUPPORT@PELCO.COM | PELCO.COM


mailto:support@pelco.com?subject=Sales Question
http://pelco.com/

a6

, ~ Network , o

1. At the bottom of the window, click . The Network Configuration dialog box appears.
2. From the WiFi section, set WiFi Enabled to on.
3. In SSID:

» typein a value manually or

» select an SSID from the list of nearby scanned SSIDs. Click Re-scan to scan for SSIDs.
4. InPassword, type the password for the selected SSID.
5. Click Save.

The Status updates with the SSID, signal strength and IP address received.

Configuring a WiFi Adapter with Static IP

To configure the WiFi adapter with a Static IP:

Set Automatic (DHCP) to off.
In IP Address, enter the IP address of the WiFi adapter.
In Subnet Mask, enter the subnet mask.

. In DNS, enter the DNS.

1
2
3
4. In Gateway, enter the gateway.
5
6. Click Save.

HTTP/HTTPS

HTTP / HTTPS settings specify the communication port for the sensor's webpages and the Authentication
protocol used to secure the connection.

% NOTE
All browser connections and API calls must adhere to these definitions. HTTP + HTTPS is
selected by default.

The default ports are:

e Port80 for HTTP
e Port 443 for HTTPS

To configure the settings:
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a6

, ~ Network , o
1. At the bottom of the window, click . The Network Configuration dialog box appears.
2. Under HTTP/HTTPS, from Type, select:
a. HTTP
b. HTTPS

c. HTTP+HTTPS
d. HTTPS+HTTP
Selecting one of the HTTPS options causes Create Certificate and Install Certificate to appear.

% NOTE
For firmware version 2.11 and later, on manufactured or factory reset devices, or
after a config reset, HTTPS+HTTP redirect is selected by default.

3. If you want to use ports other than the defaults:
a. InHTTP Port, type a port number
b. InHTTPS Port, type a port number.

4. Click Save & Reboot.

Certificates

Selecting one of the HTTPS options causes Create Certificate and Install Certificate to appear. In order to
enable HTTPS communications, a certificate is required.

Creating a Certificate

When using the Halo Web Ul to generate a self-signed certificate, the certificate contains IPv4 and IPv6
addresses, and the Halo sensor name.

To create a self-signed certificate:

a6

. ~ Network _ o
1. Atthe bottom of the window, click . The Network Configuration dialog box appears.

2. Under HTTP/HTTPS, click Create Certificate. The certificate is created and automatically installed.

If you have previously generated a self-signed certificate for this device, a confirmation dialog appears. We
recommend clicking Yes to overwrite the existing Halo certificate, in case the sensor name or IP addresses
have changed since the last certificate was generated.

Installing a Certificate

If you want to install a private certificate and key pair:
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, ~ Network , o
1. At the bottom of the window, click . The Network Configuration dialog box appears.
2. Under HTTP/HTTPS, click Install Certificate. The Install Certificate & Key PEM file pair section
appears.
3. Beside Certificate, click Browse and browse to find and select the certificate you want to install.
4. Beside Key, click Browse and browse to find and select the key for the certificate.
5. Click Install.
6. Click Save & Reboot.
HSTS Headers

HSTS headers add an HTTP header that directs compliant web browsers to transform HTTP links to HTTPS
links. By default, HSTS headers are enabled.

a6

, ~ Network _ o
1. At the bottom of the window, click . The Network Configuration dialog box appears.

2. From HTTP/HTTPS, set HSTS Headers to on or off, to enable or disable them.
3. Click Save & Reboot.

To enable or disable HSTS headers:

When HSTS Headers are disabled, a Cyber Security Warning dialog box appears. Click Yes. Subsequently,
this dialog box appears when connecting to your sensor.

TLS

By default, TLS 1.0/1.1is:

» enabled, on upgrade from firmware version with TLS 1.0/1.1 option enabled (i.e., the setting is not
changed)

« enabled, on upgrade from older firmware versions

« disabled on manufactured and factory reset devices

é NOTE
Halo v2.00 always has TLS 1.0/1.1 enabled with no option to disable it.

To enable or disable TLS:

a6

, ~ Network , o
1. Atthe bottom of the window, click . The Network Configuration dialog box appears.

2. Under HTTP/HTTPS, set TLS 1.0/1.1to on or off, to enable or disable them.
3. Click Save & Reboot.

When TLS 1.0/1.1is enabled, a Cyber Security Warning dialog box appears. Click Yes.

24 SUPPORT@PELCO.COM | PELCO.COM


mailto:support@pelco.com?subject=Sales Question
http://pelco.com/

Cloud

By default, the Cloud is enabled to assist in troubleshooting Halo units. This does not mean the unit is
connected to your Cloud Portal.

To connect your sensor to your Cloud Portal:

1. Contact your Authorized Reseller to register your Halo sensor. You will receive your Registration
String via email.

TIP
= All Halos that are part of a single site share the same Halo Registration String.
, ~ Network _ o
2. Fromthe Web Ul, at the bottom of the window, click . The Network Configuration dialog

box appears.

Under Cloud, set Enable Cloud to on. The Register button appears.
Click Register. A confirmation dialog box appears.

Click OK. The registration dialog box appears.

Enter the Registration String from your email.

N o oA W

Click OK. A dialog box appears indicating successful registration. The Status changes to Connected.

8. Click Save

Domain Values

» Unregistered —the sensor is not connected to the cloud.
» Unassigned -the sensor is connected to the Cloud without a registered domain.
« Name of Customer Domain - the sensor is connected to its registered domain in the Cloud.

Ethernet Out

The HALO-3C provides an Ethernet port which supplies 802.3af power and network to a downstream
device.

To enable or disable downstream PoE:

a6

, ~ Network , o
1. At the bottom of the window, click . The Network Configuration dialog box appears.

2. Under Ethernet Out, set Enable Port on or off, to enable or disable downstream PoE
3. Click Save.
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% NOTE
When a device is powered downstream from the HALO-3C, the device won't power up
until the upstream HALO-3C has initialized. If a downstream device seems to be taking a
long time to power up, confirm that this port is not disabled.

Manual AT/AF switch

The HALO-3C is equipped with a manual AT/AF switch. To ensure PoE downstream allocation, confirm the
switch is set to AT on the upstream HALO-3C, as AF may not support downstream PoE devices.

WARNING

If It is necessary to toggle the switch in either direction be certain to DISCONNECT THE
DEVICE FROM POWER first.

To check the manual AT/AF switch setting:
1. Use a T10 security Torx wrench (included in the installation package) to remove the security locking
screw on the side of the Halo.

2. While supporting the Halo device, rotate counterclockwise until the sensor separates from the
mounting plate.

3. Disconnect power to the device.
4. Onthe bottom of the device, check the position of the switch.

| = -
B L0 -

5. If the switch is set to AF, using a straightened paperclip, or similar tool, gently move the switch to the
AT position.

6. Reconnect power to the device.

7. While supporting the Halo device, press it onto the mounting plate, ensuring the mounting slots line
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up with the mounting tabs.
Rotate the sensor clockwise until the sensor attaches to the mounting plate.

Use the T10 security Torx wrench to install the security locking screw on the side of the Halo.

% NOTE

Occassionally, an AT PoE request may not be recognized. In this case, the manual switch
must be set to AF instead. Check to ensure the downstream device is 802.3af compliant.
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Adding Certificates for Communications

Certificates can be used for email, primary and secondary integrations, and heartbeat communications.
Adding a Certificate

To add a certificate:

LY

, ~ Network , o
1. At the bottom of the window, click . The Network Configuration dialog box appears.

2. Atthe bottom of the dialog box, click to expand the Certificates section.

3. In Add Certificate, under Require HTTPS/TLS Server Certificate Validation, select which
communications require a certificate.

Under Use, select a server.

In Name, enter a name for the certificate.

In File, click Browse. A dialog box appears.

Browse to find and select a certificate, and click Open.
Click Add.

® N O 0k

28 SUPPORT@PELCO.COM | PELCO.COM


mailto:support@pelco.com?subject=Sales Question
http://pelco.com/

Configuring Your Halo Amplify Occupancy Sensor

The Halo Amplify Occupancy Sensor (Amplify OS) extends the capabilities of your Halo, detecting human
presence and movement in locations requiring more privacy than a visual camera would permit.

a6

. . Network _ o
1. At the bottom of the window, click . The Network Configuration dialog box appears.

2. Under Halo Amplify Sensors & Accessories, set Enable Halo Amplify Sensors to on.
3. Click Manage.

To configure your Amplify OS:

For more information on configuring the Amplify OS, see the Amplify OS Halo 3 Web Ul User Guide.
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Managing Users

Users

To access the user settings, at the bottom of the window, click . The User Management dialog
box appears.

From here, users can be added, edited, and removed. A username and password assigned here are
required to access the Web UL.

% NOTE
After three incorrect login attempts, a warning appears requiring you to wait 15 seconds

before trying again. Subsequent incorrect login attempts gradually increase the wait time
between attempts.

CAUTION

There must be at least one admin account at any time. If there is only one administrative
user and the account role is changed to viewer, or the password is forgotten, a factory
reset must be done for recovery.

Ty PES OF USEIS . 30
Adding @ NeW UsSer ... 31
Editing @ UsSer ACCOUNT .. 32
Deleting USer ACCOUNTS ... ... oo 32
Setting the Admin TIMeEOUL .. 32

Types of Users

The Web Ul restricts access by two different user levels:

1. Admin

2. Viewer

Admin

Admin users have full control, and can make any configuration changes.

30
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Username Requirements for Admins

5+ characters
no spaces or special characters

Password Requirements for Admins

8+ characters

1+ lowercase letter

1+ uppercase letter

1+ numeric character

1+ special character (\@#$%"&*_- are allowed)

cannot contain username

Viewer

Viewer users can only view the Dashboard, and Sensors pages.

They cannot make any configuration changes. Snapshots and limited view of About are also available.

Username Requirements for Viewers

2+ characters
no spaces or special characters

Password Requirements for Viewers

4+ characters

1+ lowercase letter

1+ uppercase letter

1+ numeric character

1+ special character (\@#$%"&*_- are allowed)
cannot contain username

Adding a New User

To add a new user:

1.

2. Click Add New User. The options for adding a new user appear.

3.

31

) ) Users
At the bottom of the window, click

From Role, select either:
a. Admin or
b. Viewer

. The User Management dialog box appears.
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See Types of Users on page 30 for information on the roles, and their username and password
requirements.

In Username, type a username, ensuring you follow the requirements for the selected role.

In Password, type a password, ensuring you follow the requirements for the selected role.

6. Click Submit.

Editing a User Account

To edit a user account:

Users

1. At the bottom of the window, click . The User Management dialog box appears.

From the list of users, select a user account to modify. The edit options appear.

Make any changes you want to the account information.

There must be at least one admin account at any time. If there is only one administrative user and the
account role is changed to viewer, or the password is forgotten, a factory reset must be done for
recovery.

Click Submit.

Deleting User Accounts

To delete a user account:

P w N o

Users
At the bottom of the window, click . The User Management dialog box appears.

From the list of users, select a user account to delete.
Click Remove User. A confirmation dialog box appears.
Click OK.

% NOTE
There must be at least one admin account at any time. If there is only one administrative

user and the account role is changed to viewer, or the password is forgotten, a factory
reset must be done for recovery.

Setting the Admin Timeout

By default, Admin users have a 10 minutes timeout, after which they need to log in again.

To set the admin timeout:

32
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SEers

U
1. At the bottom of the window, click . The User Management dialog box appears.

2. In Admin Screen Timeout Minutes, set the admin timeout, in minutes.

|es

3. Click Save.

NOTE
Setting the Admin Screen Timeout Minutes to zero disables the timeout feature.

SUPPORT@PELCO.COM | PELCO.COM


mailto:support@pelco.com?subject=Sales Question
http://pelco.com/

Managing Events

To access the event settings, at the bottom of the window, click “*™® . The Events dialog box appears.

AdAING EVeNtS 34
Loading EVent Presets . 35
Enabling and Disabling AUIO EVENTS ... 36
TSt iNG EVONTS 37
EQIting EVENTS ... 37
DElOtiNg EVONTS 37
EXternal INPULS 38

Adding Events

To add a new event:

Events
1. Atthe bottom of the window, click . The Events dialog box appears.

2. Click Add Event. A new line appears below.

In Event Identifier, type an event identifier. This cannot contain special characters or spaces and
must be different from any existing event identifiers.

From Data Source, select a data source for the event.
From Operator, select an operator (defaults to greater than or equal to).
In Threshold, type the threshold value to trigger the event.

N o o -

Optionally, in Pause, type a pause value (in minutes). This sets a delay between a reoccurring event
caused by teetering above and below the set threshold.

For example, by default CO2cal has a pause value set to 15. The event only triggers a 2nd time when
the value drops below the threshold for 15 minutes.

8. Optionally, in UID, type another identifier.
The Event identifier is used to indicate the event state in Email and Integration messages. The UID
can be used to enter another string to use as an alternate event identifier.
When events fire or stop, the %UID% keyword inserts the event UID string, and can be used in
addition to %EID %, which inserts the event name.

9. Click Save Changes.
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Advanced Conditions

Each event can have a corresponding advanced condition associated to it. When Advanced is blue, the
event has an existing condition applied.

To see or edit the advanced conditions:

1. Click Advanced. A new line appears. If advanced conditions are set, they appear in this line.
2. Type any advanced conditions directly in the advanced line.

To see examples of advanced conditions, click . The Advanced Conditions dialog box appears,
with a detailed guide to available conditions.

3. Click Save Changes.

Hysteresis

Available as an Advanced setting, hysteresis further aids in the reduction of repeating teetering events, a
default hysteresis for each sensor type has been implemented in Events.

Once an event is triggered a new event will not occur until the sensor value drops below the trigger value
minus the hysteresis value and then once again exceeds the trigger value.

For example:

» hysteresis 0 (prior versions): CO2cal threshold 1000 triggers when value is >= 1000, stops when <
1000.

« hysteresis 3: CO2cal threshold 1000 triggers when value is >= 1000, stops when value < 997.

Loading Event Presets

Presets are default configurations that enable sets of functionality in the Dashboard View, Events, and
Actions.

Following a firmware update new presets may be available to enable new features.

% NOTE
Loading preset values may erase any custom Dashboard Views, Events, and Actions that
have been configured. To preserve any customizations, ensure you select the appropriate
deployment option.

To load preset events:
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Device . The Device Settings dialog box appears.

1. Atthe bottom of the window, click
2. Under Device management, select the preset events you want to monitor on the main dashboard:
» Vaping, monitors for vape, THC, masking
« Smoking, monitors for smoking

» Security, monitors for gunshots, aggression, tampering, calls for help (keyword detection
"help/emergency"), panic, motion and occupancy

« Environmental - Basic, monitors health index, AQI, PM2.5, TVOC, CO2, humidity and
temperature

« Environmental - Advanced, monitors PM1, PM10, humidity low, temperature low, NO2,
pressure, light, sound, CO and NH3

3. Select a deployment option:
a. Replace All Events:
e removes any custom events/actions
« sets the remaining events/actions to default values
b. Add New Events:
« adds any new events/actions selected
« maintains any existing events/actions, and their settings
c. Merge All:
« maintains custom-created events/actions and their values
« sets the remaining events/actions to default values
« adds any new events/actions selected
d. Keep Actions:
» maintains current actions (both default and custom
« maintains and custom-created events and their values
« replaces existing preset events and preset event customizations with default settings
e. Keep Display&Actions, the same as Keep Actions, but also preserves Dashboard settings.
4. Click Load Internal Preset.

Enabling and Disabling Audio Events

Audio events are enabled by default.

If audio events are disabled, all sound-related events, actions, data sources, reports and related features
such as aggression, gunshot, and help/keyword detection are removed. Any customization of these event
settings is not saved, and will be lost.

If audio events are subsequently enabled, the events are set to default.
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% NOTE
In order to use this feature, the microphone on the sensor must be turned on. See the
Installation Guide for more information.

To enable or disable audio events:

. .. Events ,
1. Atthe bottom of the window, click . The Events dialog box appears.

2. Atthe bottom of the dialog box, set Enable Audio Sensor:
a. on,toenable audio events or
b. off, to disable audio events

3. Click Save Changes.

Testing Events

To test an event:

. .. Events ,
1. Atthe bottom of the window, click . The Events dialog box appears.

2. Locate the event you want to test.
3. Click Test.

Editing Events

To edit an event:

. .. Events .
At the bottom of the window, click . The Events dialog box appears.

Locate the event you want to change.
Select a field and make any changes you want.

P W DN

Click Save Changes.

Deleting Events

To delete an event:
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. .. Events .
At the bottom of the window, click . The Events dialog box appears.

Locate the event you want to delete.

Click Eﬁ A confirmation dialog box appears.
Click OK.

Sl SR

External Inputs

Your Halo sensor supports connecting other devices (see the Halo Installation and Placement Guide). If
you have connected external devices to your sensor, this section describes how to utilize those
connections.

To setup the external input in the Web Ul:

Events
At the bottom of the window, click . The Events dialog box appears.

Click Add Event.

In Event Identifier, name your event.
From Data Source, select External Input.
Set the Threshold to 50 and Pause to O.
Click Save Changes

Click Close.

NOoO oA W

*

8. Atthe bottom of the window, click A<tons  The Actions dialog box appears.

9. Locate your new event. From here you can set an action the Halo can take upon trigger of the event.
10. Click Save.

1. Click Test.
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Managing Actions

To

*

access the action settings, at the bottom of the window, click A<tons  The Actions dialog box appears.

This is where you can manage the action plans for your events. Each event has an individual action plan.

Creating an ACtion Plan . 39
Testing an ACHION PIan ... ... 40
Editing an ACtioNn Plan . 40
Clearing an ACtiON PIan ... .. 40
Available LED Patterns ... 41
Managing AUGio SEUtINGS ... . . . 41

Creating an Action Plan

To

39

create an action plan:

*

1. At the bottom of the window, click Actions  The Actions dialog box appears.
2. Locate the Halo event you want to create an action plan for.
3. Select:
« Email Set, to send a notification via email (or text) that the event has occurred.

» Email Reset, to send a notification via email (or text) that the value that triggered the event has
receded below the threshold.

« Integration Set, to message to 3rd party system that the event has occurred.

» Integration Reset, to message to 3rd party system that the value that triggered the event has
receded below the threshold.

« Enable Cloud, to send a notification via cloud portal that an event has occurred.

% NOTE
The Cloud option is only available when the Halo sensor is actively registered
and connected to the Halo Cloud.

4. From Relay 1or 2, select the state for the relay to change into when the threshold is met. Options
include On for the duration of the threshold being met or a selected time period ranging from 5 - 60
seconds.

5. From LED Color, Pattern, and Priority, select the color and behavior of the LED on the front of the
sensor when the threshold is met. For information on the available LED patterns, see "LED Pattern"
on page 1.
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% NOTE
If two events occur simultaneously, the action with the highest priority is applied.

6. From Sound, select a .wav sound file. This can be a preloaded file, or you can upload a custom .wav
file. See Uploading Audio Files on the next page.

7. Click Save.

Testing an Action Plan

To test an action plan:

*

1. Atthe bottom of the window, click #ctions  The Actions dialog box appears.
2. Locate the action plan you want to test.
3. Click Test.

Editing an Action Plan

To edit an action plan:

*

At the bottom of the window, click Actions  The Actions dialog box appears.
Locate the actions you want to change.

Make the changes you want.

Click Save.

P w N o

Clearing an Action Plan

All events must have an action plan, therefore you cannot delete them. However, you can clear them so that
if a value crosses the threshold and triggers an event, no subsequent action is taken.

To clear an action plan:

¥

1. At the bottom of the window, click Actions  The Actions dialog box appears.
2. Locate the event you no longer want to trigger an action.
3. Asnecessary:

a. Clear all checkboxes.

b. SetRelay to ---

c. Setthe LED Colorto ---
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d. Setthe Sound file to ---
4. Click Test and confirm no action is taken.
5. Click Save.

Available LED Patterns

LED Patterns can be displayed when an event is triggered. Not every event has this set by default.
The following LED patterns are available:

« Steady, the LED stays on for the duration of the event.
« 1, 2 or 5 Sec Blink, the LED flashes on and off at the specified interval.
« 1/2,1, 2, 5 Sec, 1min Once, The LED turns on for the specified duration, then turns off.

Some of the available patterns are only available on the Halo-3C.
Halo-3C exclusive patterns:

« Chase Right, the LED spins clockwise with a fading tail.

» Chase Left, the LED spins counter-clockwise with a fading tail.

« Breathe, the LED fades on and off in a smooth curve.

« Strobe, the LED flashes on for a fraction of a millisecond every second.

Managing Audio Settings

Audio files can be played from the speaker of your Halo sensor when an event is triggered.

You can upload custom audio files, and set the speaker volume.

Setting the Speaker Volume

To set the speaker volume:

*

At the bottom of the window, click Actions | The Actions dialog box appears.
Scroll to the bottom of the dialog box.

Slide Speaker Volume right or left to adjust the sensor's volume up or down.
Click Save.

P w N o

Uploading Audio Files

% NOTE
Audio files must be in .wav format.

To upload an audio file:
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1. Atthe bottom of the window, click #ctions  The Actions dialog box appears.
2. Scroll to the bottom of the dialog box.

3. Under Upload sound file, click Browse. A dialog box appears.

4. Browse to find and select the .wav file you want to upload.

5. Click Open.

6. Click Upload.

Deleting an Audio File
’

At the bottom of the window, click A¢tions  The Actions dialog box appears.
Scroll to the bottom of the dialog box.

From Delete sound file, select the file you want to delete.

Click Delete.

A W N
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Managing Notifications

F
E'ﬂ
Notifications

To access the notification settings, at the bottom of the window, click . The Notifications
dialog box appears.

Configuring EMail SettiNg S . . . 43
Configuring SMTP SettNGs ... ... 44

Configuring Email Settings

This configuration determines what is in the email notification for an event, when it is sent. This is divided
into two sections:

« Subject & Body Set, which sends an email when the value for the event meets or exceeds the set

threshold.

« Subject & Body Reset, which sends an email if the value for the event recedes below the set

threshold.

To configure the email settings:

43

1. At the bottom of the window, click

=0

Notifications . The Notifications dialog box appears.

Under Email Contents, in either section, in Subject, enter the subject for the notification email. This

can be populated with both:

» typed characters

« information to be extracted from the Halo upon an event, by entering placeholders. See Email
Placeholders on the next page for more information.

Under either section, in Body, enter the body of the notification email. This can be populated with

both:

» typed characters

« information to be extracted from the Halo upon an event, by entering placeholders. See Email
Placeholders on the next page for more information.

Under Subject & Body (Reset), in Set Delay, enter a value (measured in seconds) for the delay
between when emails are sent.

This reduces the possibility of getting multiple messages regarding the same event. The measured
values must recede below the established threshold during this time period, then increase above the
threshold again for a second email to be sent.

. To preview your email, click @
. Click Save.
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Email Placeholders

You can enter static text in the Subject and Body fields, as well as built-in placeholders to automatically
generate informative messages. Some of the available placeholder strings are:

« %NAME%, the device name as specified in Device settings

* %IP%, the IP address assignhed to sensor

« %EID%, the event ID as specified on the Event page

 %THR%, the threshold of the event that was surpassed (numerical value)
e %VAL%, the detected value

« %DATE%, the date of the event

e %TIME%, the local time of the event

To see afull list, of available placeholders, click More.

Configuring SMTP Settings

Halo uses simple mail transfer protocol (SMTP) to send out email alerts. For this, we recommend using your
own email provider's SMTP.

If you are a Gsuite user, we recommend using the SMTP relay service,
https://support.google.com/a/answer/176600?hl=en

CAUTION

Do not use your personal email for SMTP username. We recommend having or creating a
new, dedicated, email address to send the alert emails to.

If you cannot make an SMTP account through your email provider. There are several different free SMTP
providers. Gmail currently has a free SMTP account with several different restrictions. See the Use the
Gmail SMTP server section here https://support.google.com/a/answer/176600?hl=en.

One of the restrictions is that less secure apps turn off when Gmail sees it's not in use for a certain period
https://myaccount.google.com/lesssecureapps.

a6

. . Network . o
1. Atthe bottom of the window, click . The Network Configuration dialog box appears.

2. Under SMTP Settings, from Email Provider, select the email provider you use. You can use your
internal SMTP server.Most of the setting fill in automatically.
If you are using an external SMTP server, follow their SMTP setup documentation. If you are a Gsuite
user, we recommend using Google SMTP relay service.

To configure the SMTP settings:
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% NOTE
If your SMTP service is set for port 25, (usually no credentials) be sure to leave
username and password clear.

3. In Recipients, enter a comma-separated list of emails and phone numbers. For example:
« ex: example@gmail.com, example2@gmail.com or
« ex: halo@pelco.com, 9171231234 @txt.att.net

4. To test your email:

a. Select Also Send Test Email(s) and click "Save & Test Connection."” If test passes, you should
get email/text, if test failed look at the options below.

b. Click Save & Test Connection.
If you recieve an email or text, the test is successful. If test fails, see SMTP Troubleshooting below.

SMTP Troubleshooting

If you have issues sending SMS or MMS over SMTP, check the following:

e |sthe number and format correct. See Provider Email-to-SMS Address Formats below to ensure the
format is correct. Contact the cell provider if you still have issues.

« Isthe Firewall blocking the communication between the sensor and SMTP server.

« Arethe SMTP setting parameters are wrong.

» Does the sensor have internet access (external SMTP)

« IsIMAP is disabled on your Gmail account (external SMTP)

« |s Gmail suspicious of login. Simply login into Gmail and confirm that it was you that signed in.
« Does the sensor have a bad / wrong DNS, router, gateway, IP

% NOTE
SMTP notifications are not real time, and are likely to have significant delays depending on
the provider. If you require real-time notifications, we recommend using Halo Cloud. Check
with your vendor/SMTP provider for service availability and other details.

Provider Email-to-SMS Address Formats
AT&T:

e number@txt.att.net (SMS)
¢ number@mms.att.net (MMS)

Sprint:

» number@messaging.sprintpcs.com (SMS)
e number@pm.sprint.com (MMS)

T-Mobile: number@tmomail.net (SMS and MMS)

Verizon:
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« number@vtext.com (SMS)

e number@vzwpix.com (MMS)
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Integrations

&
Integration

To access the integration settings, click
appears.

at the bottom of the dashboard. The Integration dialog box

This is where your Halo makes connections to 3rd party products.

Halo has an open APl and works with many 3rd party products including Surveillance, Access Control,
Cloud, Building Management Systems, LED Lighting, Network Switching and many others.

For more information, see the Basic APl and Advanced API documents, available by request from
https://halodetect.com/resources/partner-integrations/#request-api.

Integration works with the connections to 3rd party products and sends specified information upon an
event. Individual product guides are available by request from the Partner Integration Guides section of
the website.

Halo can send ASCII Messages via TCP/IP Socket or HTTP to supported 3rd party platforms, as a method of

triggering defined events, and associating Halo events with other products such as cameras.

Primary and Secondary Integration .. ... . 47
Heartbeat ... . 48
RSP 51
IMage Paths ... 517
BACNG 52

Primary and Secondary Integration

To add a primary or secondary integration:

&
. .. Integration
1. At the bottom of the window, click

. The Integration dialog box appears.
2. From Protocol, select either TCP or HTTP. If you select:
a. TCP:
1. In Address, enter the IP Address of the 3rd party product.
2. InPort, enter the port number for communications.

b. HTTP:
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1. From Authentication type, select:
None/Basic/Digest

Basic Only

Bearer Token - User/Pass

o 0o oo

Bearer Token - Authentication Token
e. OAuth2
2. Depending on the authentication type you selected, for:
a. user/password authentication, in:
1. User, enter the user name for the integration and in
2. Password, enter the password for the integration.
b. token authentication, in:

1. In Login Authentication Token, enter the authentication token for logging
into the integration.

2. In Authentication Endpoint, enter the URL for credential authentication.
c. client credential flow authentication, in:

1. Client ID, enter the client ID for communications.

2. Client Secret, enter the secret for the client ID.

3. Authorization Endpoint, enter the URL for credential authentication.

3. In Repeat Holdoff, set the delay between messages being sent. This prevents multiple messages
being sent for the same event. This defaults to 5 seconds, so an event only sends a message if it has
been more than 5 seconds from the start of a previous event.

4. In Set String, enter a string defined in the 3rd party product. This is the notification that is sent to the

3rd party product when an Event is triggered. To view the notification, click @
The Set String notification can be disabled by selecting Off.

5. In Reset String, enter a string defined in the 3rd party product. This sends a notification to the 3rd
party product that a sensor(s) defined in an Event has been reset. To view the notification, click @.
The Reset String notification can be disabled by selecting Off.

6. Click Save.

Actions

Once the Integration settings are saved, action settings can be configured. A column for Primary and/or
Secondary Integration is now available in the Actions dialog box.

Heartbeat

Heartbeat works with the connections to 3rd party products and sends specified information on a specified
time interval. Individual product guides are available from the Partner Integration Guides section of the
website.

To add a heartbeat:
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1.

At the bottom of the window, click

&
Integration o
. The Integration dialog box appears.

2. From Protocol, select either TCP or HTTP. If you select:
a. TCP:
1. In Address, enter the IP Address of the 3rd party product.

49

2. InPort, enter the port number for communications.
b. HTTP:
1. From Authentication type, select:

g o T o

e.

None/Basic/Digest

Basic Only

Bearer Token - User/Pass

Bearer Token - Authentication Token
OAuth2

2. Depending on the authentication type you selected, for:

a.

b.

C.

user/password authentication, in:
1. User, enter the user name for the integration and in
2. Password, enter the password for the integration.

token authentication, in:

1. In Login Authentication Token, enter the authentication token for logging

into the integration.

2. In Authentication Endpoint, enter the URL for credential authentication.

client credential flow authentication, in:
1. Client ID, enter the client ID for communications.
2. Client Secret, enter the secret for the client ID.

3. Authorization Endpoint, enter the URL for credential authentication.

In Message, type the message to be sent. The message can contain plain text as well as keyword.
Some keyword examples are:

%NAME%, the sensor name as specified in Device settings

%IP%, the IP Address assigned to Halo sensor
%MAC%, the MAC Address of the Halo sensor
%EVENTS %, a list of current event states
%DATE%, the date the event occurred

%TIME%, the local time at which the event occurred

TIP

For a list of all available keywords, click More. To view the message, click @

SUPPORT@PELCO.COM

PELCO.COM


mailto:support@pelco.com?subject=Sales Question
http://pelco.com/

4. Inlinterval, set the frequency at which the Heartbeat is sent, in seconds. The default value is 60
seconds.

5. From Authentication type, select:

None/Basic/Digest

Basic Only

Bearer Token - User/Pass

Bearer Token - Authentication Token
OAuth2

6. Depending on the authentication type you selected:

a.

b.

C.

For a user/password authentication type, in:
1. User, enter the user name for the integration and in
2. Password, enter the password for the integration
For a token authentication type, in:

1. InLogin Authentication Token, enter the authentication token for logging into the

integration.

2. In Authentication Endpoint, enter the URL for credential authentication.

For a client credential flow, in:
1. Client ID, enter the client ID for communications.
2. Client Secret, enter the secret for the client ID.

3. Authorization Endpoint, enter the URL for credential authentication.
7. Click Save.

Heartbeat Emails

Heartbeat provides a regular update. It also provides support when certain email providers such as Gmail
turn off less secure apps after an extended period with no email connection.

As explained in Configuring Email Settings on page 43, Gmail accounts need less secure apps turned on for
email notifications. Heartbeat Email turned on prevents the connection from timing out.

To enable heartbeat emails:

1. At the bottom of the window, click

U

Integration

. The Integration dialog box appears.

Under Heartbeat, set Heartbeat Email to on to enable the daily update email. This expands the
section.

2. In Message, enter the message to be sent. The message can contain plain text as well as keyword.
Some keyword examples are:

« %NAME%, the sensor name as specified in Device settings

50

%I1P%, the IP Address assigned to Halo sensor
%MAC%, the MAC Address of the Halo sensor
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%EVENTS%, a list of current event states
%DATE%, the date the event occurred
%TIME%, the local time at which the event occurred

3. InlInterval, set the heartbeat interval in minutes.

4. In Recipients, type the recipients email addresses.
5. Click Save.

RTSP

RTSP (Real Time Streaming Protocol) can be used to stream the Live View to an RTSP supported platform.

To configure RTSP:

1. At the bottom of the window, click

&
Integration o
. The Integration dialog box appears.

2. Under RTSP, set Dashboard RTSP Stream Enabled to on, to enable the RTSP stream. More options
appear.

3. From Authentication, select:

None (Unsafe)
Basic, if transport layer security is provided, such as HTTPS.

Digest, to communicate credentials in an encrypted form by applying a hash function to the
Username, the Password, a server “supplied once” value, the HTTP method, and the
requested URI.

Both, to use transport layer security where provided, else communicate credentials in an
encrypted format.

4. If you want authentication, set the User and Password.

5. Click Save. The URL string is automatically generated and presented.

Image Paths

The defined paths create a new tab in the web browser that include the indicated stream or frame. These
file paths can be used for streaming to other locations or devices. They include the links below:

e Dashboard MJPEG Stream
o Dashboard Stand-Alone SVG Stream
« Dashboard Frame (.Jpg)

» Dashboard Frame (.Svg)

The HTTP Response Code indicates whether an HTTP request has been successfully completed.

To open an image path:
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&
Integration o
. The Integration dialog box appears.

1. At the bottom of the window, click
2. From Image Authentication, select:
« None
» Basic
» Digest
« Both

3. Under Image Paths, click the path you want to open.

BACnet

BACnet is a data communication protocol for building automation and control networks.

% NOTE
When your Halo sensor boots up, BACnet prioritizes NIC binding in this order:
1. Ethernet, if the Ethernet is not an APIPA address
2. Ethernet, if both NICs have APIPA addresses, or the Wi-Fi is disabled
3. Wi-Fi, if the Ethernet is an APIPA address and the Wi-Fi is not an APIPA address

To enable BACnet:

o
Integration

1. At the bottom of the window, click . The Integration dialog box appears.

2. Under BACnet, set BACnhet Enabled to on, to enable BACnet. If it is already enabled, disable and
enable it so the configuration settings appear.

3. In Device Name, set a name for the device. The Device Name must be configured as a unique value
within your BACnet deployment and should not be left blank.

4. InlInstance Number, enter the device Instance Number. The Instance Number must be configured as
a unique value within your BACnet deployment and should not be left blank.

5. Optionally, in Location, set the location of your device for reference.
6. Click Advanced Settings. The section expands:

a. In Port Number, type the port number for communications. The supported range is 47808-
47856.

b. To enable a foreign device, click Foreign Device. The section expands:

i. In Foreign Device BBMD, enter the IP address of the BACnet Broadcast Management
Device. A BBMD forwards messages from one subnetwork to another, so
communications can be broadcast locally.

ii. In Foreign Device TTL (mins), enter a TTL. Defaults to 30 minutes.
7. Click Save BACnet Settings.
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Event Instance Numbers
To view Halo's default BACnet Point Instance Numbers:
&

Integration

1. At the bottom of the window, click . The Integration dialog box appears.

2. Under BACnet, click HALO Instance Numbers. A table of events and instance numbers appears,
showing how Halo's default events are mapped to BACnet Points. The list of Points starts at 1and
increases sequentially.

BACnet Protocol Implementation Conformance (PIC) Statement
ANNEX A - PROTOCOL IMPLEMENTATION CONFORMANCE STATEMENT (NORMATIVE)

(This annex is part of this Standard and is required for its use.)
BACnet Protocol Implementation Conformance Statement

Date: December 14, 2022

Vendor Name: |IPVideo Corp
Product Name: HALO Smart Sensor

Product Model Numbers: 2.0, 2C, 3C
Application Software Version: 0.18.0
Firmware Revision: 2.7 or higher

BACnet Protocol Revision: 14

Product Description

Halo Smart Sensors are loT devices that detect environmental changes that occur in privacy concern areas
where surveillance cameras can't be installed. A Halo Smart Sensor is capable of detecting vape, smoke,
THC and shouting in areas a camera cannot be placed. Additional sensors give Halo the ability to monitor air
quality for temperature, humidity, hazardous chemicals and more. When the sensor values exceed normal
levels, a Halo Smart Sensor can send alerts to security personnel

BACnet Standardized Device Profile (Annex L)

O BACnet Operator Workstation (B-OWS)

OO BACnet Advanced Operator Workstation (B-AWS)
O BACnet Operator Display (B-OD)

O BACnet Building Controller (B-BC)

O BACnet Advanced Application Controller (B-AAC)
O BACnet Application Specific Controller (B-ASC)
B BACnet Smart Sensor (B-SS)

O BACnet Smart Actuator (B-SA)
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List all BACnet Interoperability Building Blocks Supported (Annex K)

o DS-RP-B Data Sharing — Read Property B

» DS-RPM-B Data Sharing — Read Property Multiple-B
 DM-DDB-B Device Management — Dynamic Device Binding B
« DM-DOB-B Device Management — Dynamic Object Binding B

« DM-DCC-B Device Management — Device Communication Control B

Segmentation Capability

O Able to transmit segmented messages Window Size

B Able to receive segmented messages Window Size 1024

Standard Object Types Supported

Object Type Can be Created Dynamically | Can be Deleted Dynamically
Analog Input No No
Binary Value Yes Yes
Multi-state Value No No

Data Link Layer Options

B BACnet IP, (Annex J)

B BACnet IP, (Annex J), Foreign Device

OISO 8802-3, Ethernet (Clause 7)

O ATA 878.1, 2.5 Mb. ARCNET (Clause 8)

O ATA 878.1, EIA-485 ARCNET (Clause 8), baud rate(s)
O MS/TP master (Clause 9), baud rate(s):

O MS/TP slave (Clause 9), baud rate(s):

O Point-To-Point, EIA 232 (Clause 10), baud rate(s):
O Point-To-Point, modem, (Clause 10), baud rate(s):
O LonTalk, (Clause 11), medium:

O BACnet/ZigBee (ANNEX O)

O Other:

Device Address Binding

Is static device binding supported? (This is currently necessary for two-way communication with MS/TP
slaves and certain other devices.) O Yes B No

Networking Options

O Router, Clause 6 - List all routing configurations, e.g., ARCNET-Ethernet, Ethernet-MS/TP, etc.
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O Annex H, BACnet Tunneling Router over IP
O BACnet/IP Broadcast Management Device (BBMD)
Does the BBMD support registrations by Foreign Devices? N/A

Does the BBMD support network address translation? N/A

Network Security Options

B Non-secure Device - is capable of operating without BACnet Network Security
O Secure Device - is capable of using BACnet Network Security (NS-SD BIBB)

O Multiple Application-Specific Keys:

O Supports encryption (NS-ED BIBB)

O Key Server (NS-KS BIBB)

Character Sets Supported

Indicating support for multiple character sets does not imply that they can all be supported simultaneously.
H I1SO 10646 (UTF-8)

O IBM™/Microsoft™ DBCS

O 1SO 8859-1

O 1SO 10646 (UCS-2)

O1S0O 10646 (UCS-4)

O JIS X 0208

If this product is a communication gateway, describe the types of non-BACnet equipment/networks(s)
that the gateway supports: N/A

BACnet IP Mapping

Name Object Type [ Instance ID Units Raw Sensor Ranges
Temperature (F) Analoginput |1 Degrees Farenheit |-40°to 185°F
Temperature (C) Analoglnput (17 Degrees Celsius -40°t0 85° C
Relative Humidity Analoglnput |2 % Relative Humidity [10to 100% rh (between 0 and 60° C
Visible Light Analoginput |3 Luxes 010 300,000 Lux
TVOC Analoglnput |4 ppb 010 60,000 ppb
CO2eq Analoglnput |5 ppm 400 to 60,000 ppm (eq)
Sm Particulates (1Tum) [Analoglnput (6 pg/m”3 0 to 500 pg/m”"3
Md Particulates (2.5um) |Analoglnput |7 pup/m”3 0 to 500 pg/m"3
Lg Particulates (10um) [Analoglnput |8 pMg/mA3 0to 500 ug/m*3
Ammonia Analoglnput |9 ppm 0.5t0 100 ppm
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Name Object Type | Instance ID Units Raw Sensor Ranges
NO2 Analoglnput |10 ppb 40 to 7,000 ppb
CO Analoglnput |11 ppm 0.1 to 500 ppm
Noise Level Analoglnput |12 dB 20to 130dB SPL
High Gain Mic Analoglnput (13 dB 20 to 100dB SPL
Log Gain Mic Analoglnput |14 dB 50to 130dB SPL
AQl Analoglnput |15 No Units
Pressure Analoglnput (16 Inches of Mercury  |9to 33 inHg
CO2 Cal Analoglnput |18 ppm 400 to 2000 pm (eq)
Health Index Analoglnput |19 No Units
Occupancy Analoglnput |20 No Units
Motion Analoglnput (22 No Units
Preset Binary Value Point

Name Object Type Instance ID

event_Gunshot BinaryValue 1
event_Help BinaryValue 2
event_Vape BinaryValue 3
event THC BinaryValue 4
event_Masking BinaryValue 5
event_Aggression BinaryValue 6
event_Tamper BinaryValue 7
event_ TVOC BinaryValue 8
event_Co2eq BinaryValue 9
event_AQI BinaryValue 11
event_Temp_F BinaryValue 13
event_ PM2.5 BinaryValue 17
event_No2 BinaryValue 20
event_Humidity BinaryValue 23
event_CO2cal BinaryValue 25
event_Health_Index BinaryValue 26
event_Motion BinaryValue 27
event_Occupancy BinaryValue 28
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Name Object Type Instance ID
event_Panic BinaryValue 29
event_Smoking BinaryValue 30
event_Humidity Low BinaryValue 31
event Temp_F Low BinaryValue 32
event_ Temp_C-Low BinaryValue 33
event USER_EVENT 1 BinaryValue 1000
event_USER_EVENT_2 BinaryValue 1001

Additional Binary Value Points Associated with Other Presets

Name Object Type Instance ID
event_CO BinaryValue 10
event_Help000 BinaryValue 12
event Temp_C BinaryValue 14
event_Light BinaryValue 15
event PM1 BinaryValue 16
event_PM10 BinaryValue 18
event_NH3 BinaryValue 19
event_Noise BinaryValue 21
event_Pressure BinaryValue 22

Preset Multi State Value Points

Instance
Object Type ID Description State Values
AQI Source MultiStateValue 1 Largest value contributing to Air [ Unavailable, PM2.5, PM10,
Quality Index CO, NO2
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Occupancy

Occupancy detection is available through:

e the HALO-3C-PC model
» connecting a Halo Amplify OS to your Halo sensor

% NOTE
This section describes creating occupancy events and actions for your HALO-3C-PC. For
information on setting up and using an Amplify OS, see the Amplify OS Halo 3 Web Ul
User Guide.

Occupancy works by registering disturbances in a room’s thermal signature which the sensor then
interprets to find if it is an occupant within the sensor’s field of vision.

CAUTION

Proper placement and orientation of the sensor is important to make use of the sensor's
visible range. Refer to the Halo Install and Placement Guide for more information.

@ TIP

= We recommend no one is in the same room as the occupancy sensor upon bootup. This
allows the sensor to acclimate to the environment.

OCCUPANCY EVONTS 58

Viewing Current ROOmM OCCUPENCY ... .. 59

Occupancy Events

To create an occupancy event:

Events
At the bottom of the window, click . The Events dialog box appears.

Scroll down to the <sensor_name> section.

Click Add Event. A new line appears.

In Unique ID, type Occupancy.

From Data Source, select Occupancy.

In Threshold, set the maximum number of occupants allowed in the room.

N o o b~ WD

Click Save Changes.
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Next, assign actions to this event.

% NOTE
The Amplify OS has many different occupancy-related events to choose from (loitering,
entry/exit counts, etc.), refer to the Amplify OS Halo 3 Web Ul user guide for more
information.

Viewing Current Room Occupancy

To view the current occupancy detection data:

[
o

1. Atthe top-left of the window, click Sensors . The sensors page opens.

2. Locate the Room Occupancy card. The current number of people detected is displayed there.
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iPanic

The iPANIC is an easy-to-use push panic button card that integrates seamlessly with HALO. Available on
HALO firmware v2.8 and later for HALO-3C and HALO-3C-PC.

Overview

» To power on, press and hold the button on the device for 3 seconds. The LED blinks rapidly to
indicate the device is powering on. Release the button once the LED has stopped flashing.

» To power off, press and hold the button on the device for 7 seconds. The LED turns solid for about 3
seconds. Release the button once the LED turns off.

» Toinitiate a panic alarm, press and release the button twice within ~0.6 seconds. The LED blinks at
a rate of 100ms for 15 seconds.

» Low battery, when the battery on the device is low, the LED blinks twice, pauses, then repeats this
pattern.

% NOTE
The device transmits heartbeat and other information periodically. There is no LED
indicator of this transmission.

Enabling

To enable iPANIC:

60 SUPPORT@PELCO.COM | PELCO.COM


mailto:support@pelco.com?subject=Sales Question
http://pelco.com/

a6

, ~ Network , o
1. At the bottom of the window, click . The Network Configuration dialog box appears.

2. Under HALO Amplify Sensors & Accessories, click Enable iPanic Buttons to enable iPANIC. A dialog
appears.

3. Click OK.
4. Click Close.

x

At the bottom of the window, click Device

. The Device Settings dialog box appears.
Under Load Event Presets, ensure Security is selected.

Under Load Internal Preset, select Add New Events.

© N o o

Click Load Internal Preset.

For more information on preset options, see Loading Event Presets on page 35

To confirm Panic Event and Action have been created:

Events
1. Atthe bottom of the window, click . The Events dialog box appears.

2. Scroll down and confirm the Event Identifier Panic is listed.
3. Click Close.

’

4. Atthe bottom of the window, click Actions  The Actions dialog box appears.

5. Scroll down and confirm the Event Identifier Panic is listed. The action can be customized, as
described in Editing an Action Plan on page 40, but the default settings typically cover most use-
cases.

Configuring
Adding Panic Buttons

There are 2 options to add a button:

1. Add the next button pressed.

2. Manually enter a new button.

Next Button Pressed

To add the next button pressed:
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LY

) ~ Network _ o
1. Atthe bottom of the window, click . The Network Configuration dialog box appears.

2. Under HALO Amplify Sensors & Accessories, beside Enable iPanic Buttons, click Manage. The
Panic Button Management dialog box appears.

3. Click Add Next Button Pressed. The button changes to PRESS NEW PANIC BUTTON.
4. OnyouriPANIC device, double-press a button to add it to the list.

Manually Entering a Button

To manually enter a new button:

LY

) ~ Network _ o
1. Atthe bottom of the window, click . The Network Configuration dialog box appears.

2. nder HALO Amplify Sensors & Accessories, beside Enable iPanic Buttons, click Manage. The
Panic Button Management dialog box appears.

3. Under Enter New Button:
a. In Name, type a name for the button.

b. In MAC, type the MAC Address of the button.
The MAC Address is located on the back of the iPANIC device.

4. Click Add.

| % NOTE
62

Only Registered Buttons can trigger an event when a panic message is detected.
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Triggering an Event
To trigger an event:

Double-Press the power button on the front of the iPANIC device. The button sends out a panic message
for 15 seconds. Any HALO in range of a registered button activates an alarm.

% NOTE
The iPANIC device passively sends its battery level and signal strength every 2 seconds.

Panic Alert Messages

A "Keyword" can be used to customize Notification, Integration and Heartbeat messages. See the sections
on Notification, Integration and Heartbeat for more information.
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Logs

All logs are saved as .csv files. They are kept for two days and deleted on the third, so typically every type
of log file has three downloads (one for each of three separate days). Log files are named with the Year,
Month, and Date for when the data was saved.

% NOTE
Log files are stored in the volatile memory, so they are lost if power is removed from the
device.

To view the logs:

;ﬁ

Device

1. Atthe bottom of the window, click . The Device Settings dialog box appears..

2. Under Logs, click W to expand the logs section.

Device Logs

Under Device Logs there is data saved as "drvYYYYMMDD.log" for sensor driver log files and
"YYYYMMDD.log" for main Halo log files. Click on a log file name to download it.

Data Logs

Under Data Logs there is data saved at "evtYYYYMMDD.csv" and "YYYYMMDD.csv". Click on a log file
name to download it.

Data Logs save data from every sensor and every signature.

Data logs with the "evt” prefix display a record of data every second, converted to an easy-to-read format.
Each of the three files contains 24 hours of data and is composed of over 1 million data points.

The Data log files without the "evt” prefix are made of raw data, their recording interval is every 15 seconds
by default. These are typically going to be used for diagnostic review as they are not as easily interpreted.

Signatures contain a Set column next to the core data point indicating if the threshold was met for that
event.

Set Values

The Set column in data logs is useful for quick analysis of events. It is next to the sensor reading in an
evtYYYMMDD.csv log and indicates if the value has passed its threshold to trigger an event.

The possible values for the set column are 0, 1, 3, 4, or 8 for areal event:
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« if thereis no event, the set value is O for no event.
« if an event occurs, set value is 1 for start of event.

« after an event has occurred, the set value is 3 for continue. This lasts 30 seconds and makes it eaier
to see an event occurrance when watching the data during a live view.

« if an eventis occurrs for more than 30 seconds, the set value is 4 for stretched event.
e once an event ends, the set value is 8 for end

Test Set Values

When testing an event (see Testing Events on page 37), the set value is ten times the value of a normal
event. For example:

« when a test occurs the set value 10indicates a test event has started.
» even though tests only last 10 seconds the value 30 for continued test event lasts 30 seconds.

This is to give someone viewing the data live enough time to see data changes. There will never be a 40
value for a test event, because tests end after 10 seconds but there is an 80 value for the end of a test
event.

If a real event happens to occur at the same time as a test event, the regular value and the test value are
added together. For example, if an event and test happened to start at the same time the value would be 11
(10 +1). If a true event occurred while a test event was underway the value would be 31, then 33 or 83 after
after 10 seconds.

65 SUPPORT@PELCO.COM | PELCO.COM


mailto:support@pelco.com?subject=Sales Question
http://pelco.com/

Device Maintenance

Factory Reset
Halo 2.0 and 2.5

Your sensor includes a hard-reset button that can revert the settings to the Factory Defaults.

% NOTE
The outer cover of the sensor must be removed to expose the reset button.

To reset your sensor:

1. Ensure the device has been on for more than 30 seconds.
2. Using a straightened paperclip or similar device:
a. Press and hold the button until the LED turns violet to remove all users and reboot.

b. Press and hold the button until the LED turns green to remove all users, switch to DHCP and
reboot.

c. Press and hold the button until the LED turns red to remove all users, switch to DHCP, clear all
configuration files and reboot.

Halo v2.0 Variable Reset Button Location

66 SUPPORT@PELCO.COM | PELCO.COM


mailto:support@pelco.com?subject=Sales Question
http://pelco.com/

Halo 2C Variable Reset Button Location

Halo 3C

To factory reset Halo-3C contact support at support.ipvideo@motorolasolutions.com or 1-866-797-1300

Have your warranty information prepared to confirm ownership.

Maintenance

Halo is an environmental sensor and as such, proper maintenance keeps your sensor operating at peak
levels. These are our recommended best practices for your sensor maintenance.

Notify appropriate staff of alarms that will be activated during cleaning or disable alerts via the HALO GUI
interface or HDM.

% NOTE
Levels of some of the sensors may read high levels for apx 3 — 5 minutes.

Halo-V2.00 / 2C

Remove only the first front cover using T10 torx wrench. Do not remove the next cover.
Wipe the cover that was removed on both sides with a 75% Saturated Alcohol Wipe.
Halo-V2.00

Wipe the inside surface with a 75% Saturation Alcohol Wipe.
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Halo-2C

Wipe the sensor with a 75 % Saturation Alcohol Wipe avoiding the blue exposed sensor board (1).

Screw back in the front cover.
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Halo-3C

« We recommend using an ESD Safe vacuum to pull dust from within.
« Wipe the outside with a slightly damp cloth.

CAUTION
DO NOT:

» forcibly push the wipe into any of the holes on the sensor where it would come in
direct contact with a sensor or circuit board

» open Halo-3C for maintenance

» use detergents,alcohol, or other cleaners

Cleaning Frequency

Frequency for cleaning is based on the environment and amount of sediment collecting on the Halo
housing.

We recommend cleaning the sensor at least every 90 days.

Maintaining Your Thresholds

Environments change over time. Periodic review of your environmental conditions ensures that your
thresholds are set appropriately, and you can receive notifications of events.

Review active events signatures in your Halo.
Use the Cloud Analytics or Halo log to establish average levels of the events and signatures you are using.

Adjust the thresholds of your active signatures and events to appropriate levels.

Testing

% NOTE
The following LED responses are defined in the "Presets” of firmware 2.3 or newer.

Vape Detection Test

Testing Product: Cirrus Wind Indicator
Process: Activate cartridge and pump for 10 seconds from directly below Halo Smart Sensor at 5’ height.

Results: Vape Alarm, Green LED Indicator

Keyword Test

Process: Clearly speak the active keyword from directly below Halo at slightly elevated speaking volume.
Word options include:
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« Help Emergency
« Help Nine One One
o Help One One One
e Help Triple Nine
e Help Triple Zero

% NOTE
Typically only 1 of the keywords is active on a given device.

Default Actions: Help Alarm, Violet LED Indicator
Additional keywords available on Halo-3C and 3C-PC

» Halo Privacy

» Halo Clear

 HALO Check In

« socorro auxilio [Spanish]

« aidez moi au secours [French]
« aiuto soccorso [ltalian]

» ajuda emergéncia [Portugese]
« hoy brilla la luna [Spanish]

e ayuda, ayuda, ayuda [Spanish]

Tamper Detection Test
Process: Knock on the Halo Smart Sensor 3-5 times.

Results: Red LED Indicator

Particulate, CO2, & TVOC Test

Testing Product: CRC Smoke Test, canned
Process: Sprayed directly at Halo from 2' away for 2-3 seconds as directed.

Results: PM2.5 Rise 200+ pug/m?3, PM 10 Rise 500+ pg/m?3, CO2eq (or CO2cal) Rise 8,000+ppm, TVOC Rise
4,000+ppb. (Observed in "Sensors” view, confirmed in event logs)

Alerts: Masking event (Detected using revised Halo v2.3 Masking Advanced conditions), Yellow LED
Indicator

Temperature Test
Testing Product: FLUKE-62 MAX Infrared Thermometer

Process: Aim thermometer directly at Halo. Compare to Halo displayed values. Calibration: Under the
"Device"” tab under "Heat Sensor” input temperature offset to calibrate. The values are in Celsius and (+)
and (-) values are accepted.
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Safety and Legal

Safety Information

The following convention is used within this manual. French translations of the critical levels are included.

Hazard Levels

|A

i

WARNING
Indicates a hazardous situation which, if not avoided, could result in death or serious injury.

CAUTION

Indicates a hazardous situation which, if not avoided, could result in minor or moderate
injury.

IMPORTANT
Indicates a situation which, if not avoided, could result in damage to property.

AVERTISSEMENT
Indique une situation dangereuse qui, si elle n'est pas évitée, pourrait entrainer la mort ou
des blessures graves.

PRUDENCE
Indique une situation dangereuse qui, si elle n'est pas évitée, pourrait entrainer des
blessures mineures ou modérées.

IMPORTANT
Indique une situation qui, si elle n'est pas évitée, pourrait entrainer des dommages
matériels.

Other Message Levels

=]

71

NOTE

Indicates significant information which is essential for the product to function correctly.
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9 TIP

I

= Indicates useful information which helps in getting the most out of the product
Trademark

IPVIDEO CORPORATION is a registered trademark. All other company names and products are trademarks
or registered trademarks of their respective companies.

Vista and WWW are registered trademarks of the respective holders. Java and all Java-based trademarks
and logos are trademarks or registered trademarks of Oracle and/or its affiliates. SD, SDHC and SDXC are
trademarks or registered trademarks of SD-3C, LLC in the United States, other countries or both. Also,
miniSD, microSD, miniSDHC, microSDHC, microSDXC are all trademarks or registered trademarks of SD-
3C, LLC in the United States, other countries or both.

Legal Considerations

e WARNING
Halo Smart Sensors are NOT a LIFE SAFETY Device. They do NOT replace such LIFE
SAFETY Devices as CO (Carbon Monoxide) monitors or Smoke Detectors.

Halo Smart Sensors n'est pas un appareil LIFE SAFETY. Il ne remplace PAS les dispositifs
LIFE SAFETY tels que les moniteurs de CO (monoxyde de carbone) ou les détecteurs de
fumée.

E AVERTISSEMENT

Environmental and behavioral monitoring can be regulated by laws that vary from country to country. Halo
has been designed to prohibit any direct monitoring or recording of video or audio, please check your local
laws to ensure compliance.

Liability

Every care has been taken in the preparation of this document. Please inform your local IPVideo
Corporation office of any inaccuracies or omissions. IPVideo Corporation cannot be held responsible for
any technical or typographical errors and reserves the right to make changes to products and manuals
without prior notice. IPVideo Corporation makes no warranty of any kind with regard to the material
contained within this document including, but not limited to, warranties of merchantability and fitness for a
particular purpose. IPVideo Corporation shall not be liable nor responsible for incidental or consequential

damages in connection with the furnishing, performance, or use of this material. This product is only to be
used for its intended purpose.

Intellectual Property Rights

IPVideo Corporation has intellectual property rights relating to technology embodied in the product
described in this document. In particular, and without limitation, these intellectual property rights may
include on one or more patents or pending patent applications in the US and other countries. A list of
relevant patents may be found at https://halodetect.com/patents/.
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This product contains open source and licensed 3rd party software components. The complete list of open
source and licensed 3rd party software components can be found through the Dashboard web page of
Halo by navigating to: About > Legal > View Licenses.

Equipment Modification

This equipment must be installed and used in strict accordance with the instructions given in the user
documentation. This equipment contains no user-serviceable components. Unauthorized equipment
changes will invalidate all applicable regulatory certifications and approvals.

Regulatory Information

Electromagnetic Compatibility

This equipment has been designed and tested to fulfill applicable standards for:
» Radio frequency emission when installed according to the instructions and used in its intended
environment.

« Immunity to electrical and electromagnetic phenomena when installed according to the instructions
and used in its intended environment.

« This equipment is not entitled to protection against harmful interference and cannot cause
interference in duly authorized systems.

Antenna Specifications
HALO-v2.0, 2C, 3C, 3C-PC

Type Value Unit
Radio Frequency 2402-2480 MHz
Max Power 21.9 mw
Antenna Gain 3.5 dBi
Antenna Type Internal

For All Countries:

The use of EMC compliant support and auxiliary equipment with this device is required in order to fully
comply with the EMC regulatory standards.

The Reg Models for HALO3 are: IATAFAN (HALO3 with BT and WiFI) and IATATAN (Non-wireless HALO3).

RF Exposure (Wireless) Requirement:

This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation, Science and
Economic Development Canada’s licence-exempt RSS(s). Operation is subject to the following two
conditions:
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1. This device may not cause interference.

2. This device must accept any interference, including interference that may cause undesired operation
of the device.

L'émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme aux CNR
d'Innovation, Sciences et Développement économique Canada applicables aux appareils radio exempts de
licence. L'exploitation est autorisée aux deux conditions suivantes :

1. L'appareil ne doit pas produire de brouillage;

2. L'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est susceptible
d'en compromettre le fonctionnement.

A separation distance of at least 20 centimeters should normally be maintained between the device and
nearby persons.

Une distance de séparation d'au moins 20 centimétres doit normalement étre maintenue entre |'appareil et
les personnes a proximité.

EU WEEE

This symbol means that according to local laws and regulations your product should be disposed of
separately from household waste. When this product reaches its end of life, take it to a collection point
designated by local authorities. Some collection points accept products for free. The separate collection
and recycling of your product at the time of disposal will help conserve natural resources and ensure that it
is recycled in a manner that protects human health and the environment WEEE.

Mexico HALO-3C, 3C-PC

NOM L)

NYCE
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IMDA HALO-3C, 3C-PC

Complies with
IMDA Standards
DB01909

Korean requirement:

0] ZI1Z7|l= 718 E(B2) EATAE 772 H 2 71U AEsle 215 S:e: s5HH,
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FCC

The HALO 2.0 / 2C complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

% NOTE
This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference in which case the user will be required to
correct the interference at his own expense.

Changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate the equipment.

WARNING
Operation of this equipment in a residential environment could cause radio interference.

The HALO-3C & HALO-3C-PC has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not
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occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:

« Reorient or relocate the receiving antenna.

« Increase the separation between the equipment and receiver.

« Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

» Consult the dealer or an experienced radio/TV technician for help.

This equipment has been tested using a shielded network cable.

VCCI - HALO 2C

COMEMIE, Y AARBTY, COWRNAEFEREITHRY S LAy &
REZIZEAHDET, CORFIIERAIEYENRERTLE>ERENSC
ENDHDET VCCI-A

Translation

This is Class A equipment. Operation of this equipment in a residential environment could cause radio
interference. In such a case, the user may be required to take corrective actions.

VCCI-A

Laser Safety Notice
HALO 2.0 / HALO 2C / HALO 3C

Halo Smart Sensors contain a CLASS 1 LASER PRODUCT in accordance with
* LASER | standard IEC60825-1:2014. This product complies with 21 CFR 1040.10 and

1 1040.11 except for conformance with IEC 60825-1 Ed. 3., as described in
Laser Notice No. 56, dated May 8, 2019

CAUTION

Use of controls or adjustments or performance of procedures other than those specified
herein may result in hazardous radiation exposure.

No regular maintenance is required to keep this product in compliance.

Avis de sécurité laser

Halo Smart Sensors contient un PRODUIT LASER DE CLASSE 1 conforme a la norme IEC60825-1: 2014. Ce
produit est conforme aux normes 21 CFR 1040.10 et 1040.11, a I'exception de la conformité a la norme IEC
60825-1Ed. 3., tel que décrit dans I'Avis laser n ° 56 du 8 mai 2019
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Halo Smart Sensors contient un PRODUIT LASER DE

LASER CLASSE 1 conforme a la norme IEC60825-1: 2014. Ce

produit est conforme aux normes 21 CFR 1040.10 et

1040.11, a I'exception de la conformité a la norme IEC
1 60825-1Ed. 3., tel que décrit dans I'Avis laser n ° 56 du 8
mai 2019

PRUDENCE
L'utilisation de commandes ou de réglages ou la réalisation de procédures autres que celles spécifiées
dans le présent document peut entrainer une exposition a des radiations dangereuses.

Aucun entretien régulier n'est requis pour maintenir ce produit en conformité.
Considérations de maintenance de niveau 1

Les procédures de maintenance de niveau 1 pour le capteur intelligent Halo ne requierent pas le retrait de
composants susceptibles d'exposer I'assemblage laser de classe 1.

Level 1 Maintenance Considerations

Level 1 Maintenance procedures for the Halo Smart Sensor do not require removal of any components that
would expose the Class 1 Laser Assembly.

Electrical Safety
HALO 2.0 / HALO 2C / HALO 3C

This product complies with IEC/EN/UL 60950-1, Safety of Information Technology Equipment. The product
shall be grounded either through a shielded network cable (STP) or other appropriate method. The power
supply used with this product shall fulfill the requirements for Safety Extra Low Voltage (SELV) and Limited
Power Source (LPS) according to IEC/EN/UL 62368-1 or IEC/EN/UL 60950-1.

HALO 3C

The HALO 3C family of sensors adhere to the KS X 3126 (electrostatic discharges) minimum performance
criteria. In certain cases of exposure to a high level of ESD exposure the HALO 3C would require a power
cycle to restore power to the downstream ethernet port.

Battery

These products use a lithium battery as the power supply for its internal real-time clock (RTC). Under
normal conditions this battery will last for a minimum of five years. Low battery power affects the operation
of the RTC, causing it to reset at every power-up. The battery should not be replaced unless required, but if
the battery does need replacing, contact IPVideo Corporation support for assistance.

Lithium coin cell 3.0 V batteries contain 1,2-dimethoxyethane; ethylene glycol dimethyl ether (EGDME), CAS
no. 110-71-4.
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WARNING
 Risk of explosion if the battery is incorrectly replaced.

» Replace only with an identical battery or a battery which is recommended by IPVideo
Corporation

» Dispose of used batteries according to local regulations or the battery
manufacturer's instructions.

AVERTISSEMENT
» Risque d'explosion si la batterie est remplacée de maniére incorrecte.

» Remplacez uniquement avec une batterie identique ou une batterie recommandée par IPVideo
Corporation.

« Eliminez les piles usagées conformément aux réglementations locales ou aux instructions du
fabricant.

Disposal and Recycling

When these products have reached the end of their useful life, dispose of it according to local laws and
regulations. For information about your nearest designated collection point, contact your local authority
responsible for waste disposal. In accordance with local legislation, penalties may be applicable for
incorrect disposal of this waste.

More Information & Support

About this Document

This manual is intended for administrators and users of the Halo Smart Sensor and is applicable to Halo
v2.00, 2C, 3C, 3C-PC (firmware versions 2.20 or later), and 4 (firmware versions 5.26.2.26 and later). It
includes instructions for using the Halo Device Manager (HDM) software product on your network. Previous
experience of networking will be of use when using this product. Later versions of this document will be
posted at https://halodetect.com/manuals-guides/

Support

Should you require any technical assistance, please contact your Authorized Reseller. If your questions
cannot be answered immediately, your reseller will forward your inquiries through the appropriate channels
to ensure a rapid response. If you are connected to the Internet, you can download user documentation and
software updates from https://halodetect.com/

Technical Support via Telephone: (631) 647-9970

Live technical support is available Monday through Friday (excluding holidays) between the hours of 8 AM
and 7 PM Eastern Standard Time.

Technical Support via Email: techsupport@halodetect.com

Knowledge Base: https://halodetect.com/knowledge-base
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Terms of Service

https://halodetect.com/license-agreements/
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