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©2024 IPVideo Corporation. All Rights Reserved. This manual or parts thereof may not be reproduced in
any form unless permitted by contract or by written permission of IPVideo Corporation.

ABOUT THIS GUIDE
The HALO Quick Start Guide explains how to make initial connections and settings for new HALO Smart
Sensor devices.

TRADEMARK ACKNOWLEDGMENTS

IPVIDEO CORPORATION and HALO SMART SENSOR and HALO DEVICE MANAGER are registered trademarks
or trademark applications of IPVideo Corporation in various jurisdictions. All other company names and
products are trademarks or registered trademarks of their respective companies.

SUPPORT

Should you require any technical assistance, please contact your IPVideo Corporation Authorized Reseller.
If your questions cannot be answered immediately, your reseller will forward your queries through the
appropriate channels to ensure a rapid response. If you are connected to the Internet, you can download
user documentation and software updates at www.halodetect.com

Technical Support via Telephone: (631) 647-9970
Technical Support via Email: techsupport@ipvideocorp.com

Live technical support is available Monday through Friday (excluding holidays) between the hours of
8 AM and 7 PM Eastern Standard Time.
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SETUP PREREQUISITES
1. Install HDM:
Download HDM from the IPVideo website at: https:/halodetect.com/resources/

firmware-tools/
Run the installation file.

Run the HDM software tool by double clicking on the HALO Device Manager icon.

“Accept” EULA.

2. One or more HALO Smart Sensor devices connected to a standard office network where
the steps in the HALO Installation Procedure have been followed resulting in confirmation

that the device is operating and physically connected to the network.

3. The network will typically include a DHCP server to provide an IP Addresses, in the absence
of one HDM can find HALOs with an APIPA (Automatic Private IP Addresses) on a local
network.

4. If static addressing is planned, then the correct subnet mask, gateway address, and DNS
address must be known.

5. An accessible Windows 10 or higher PC connected to the same network with a Chrome
web browser installed.

FINDING HALO SMART SENSORS ON A NETWORK
Start HALO Device Manager (HDM) on the PC by double clicking the program icon. Please refer
to the HDM Guide for connection instructions, available at:

https://halodetect.com/resources/manuals-guides/

Select Devices / Device Scan. There should be an IP address for each HALO device on the
network (for example, 192.168.1.X ).

HALO Device Manager

File | Devices | Actions View

| Sel I\«I Device Scan

Select the HALO requiring First Time Setup then select Actions / Open Web Page.

“ Device

UPKVers

HW Vers

OS Vers

LED

Clock

MAC Address

Sel
BOB35300314
[ | Bs27EBSESE
[ |Bs27eB13235
[] | B827EBEGAD

" Halo Device Manager - 1/4 selected -

File Devices | Actions | View First-Time Setup

Upload Firmware
Config Upload/Download
Load Preset
Reboot

LED/Sound Test
Get Logs

Time & Country
SMTP Settings

IP Address Settings
User Management
BACnet

Cloud Settings
RTSP

»

»

vy v v v v v v

Btatus UPKVers HW Vers 0S Vers LED Clock | Boot Time
equires firstime setup | 2.6.2.4.211-3 |25 32 0 24 16:24:02.5 | 08/24 16:01:33.5
[eq«.ires logon m

equires logon m

onnected 2623210 |25 22 24 16:24:05.5 | 08/12 14:02:59.8

Open Web Page
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FIRST TIME SETUP

Establishing Connection

Connecting to a HALO device can be done
in two separate ways. It can be done with
the HALO Device Manager HDM (see HDM
Manual) which is the preferred method for
setting up multiple Halos at once.

It can also be done by typing the HALO device's
IP address in Google Chrome

Upon first time logging in you should receive
a warning saying, “Your Connection is not
private”. The warning means the browser
does not know who the server is however the
connection is now encrypted and secure.

Click “Advanced*

then click “Proceed to <ip address> (unsafe)”.

A popup will appear asking for a username
and password. Type “admin” for the username
and “changeme” for the password. Click “Sign
in”.

Your connection is not private
e trying 10 steal your information from 172.16.16.33 (for example
1ge
Q t I o
This server could not p atitis 172.16.16.33; its secunity certificate is ed b

your computer’s oper.

attacker intercepting your connection

This may be caused by a misconfiguration or ar

Sign in
http://172.16.16.33

onnection to this site is

not private

Username admin

Password

1 FLVID/?@)
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FIRST TIME SETUP

Establishing Connection

Connecting to a HALO device can be done in

two separate ways.

1. It can be done by selecting HALO Device Username | admin
Manager (HDM) and pressing Open Web
Page from the Actions drop menu. This
is the preferred method for setting up
multiple HALOs at once. m Cancel

2. It can also be done by typing the HALO
device's IP address in Google Chrome. A
popup will appear asking for a username
and password.

Sign in
httpi//172.16.16.33

Your connection to this site is not private

Password | seeesres

Type “admin” for the username and P P gV e
“changeme” for the password. Click “Sign in”.

? ¥ ? «FALO»
Initial Device Setup Initial Device Setup Administrator Credentials
The following prompt will pop up. For security Username
reasons it is recommended to click the blue s
text saying, “Click here”. This will ensure

.. P, d
passwords are not visible on the network. e Pass:” a
[ e |

If you followed the security recommendations a popup from Chrome will give a warning saying,
“Your Connection is not private”. The warning means the browser does not know who the server
is but the connection is actually secure.

Click “Advanced”, then click “Proceed to <ip address> (unsafe)”.

ﬂ Hide advanced |

This server could not prove that it is 172.16.16.33; its security certificate i1s not trusted by
Your connection is hot private your computer's operating system. This may be caused by a misconfiguration or an

Attackers might be trying to steal your informaticn from 172.16.16.33 (for example, attacker intercepting your connection.

passwords, messages, or credit cards), Leam more
Proceed to 172.16.16.33 (unsafe)

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of security, turn on enhanced protection

CLICK
Advanced Back to safety H E RE
CLICK
HERE
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Administrator Credentials
Type in the username “admin” and
“changeme” which was used earlier.

Click Next.

Username | somin 2
Password | - v Y
Confirm Password | - ]

Username must be at least 5 characters
and contain no spaces or special
characters

Device Name & Timezone
Fill in the Device Name, Timezone, and
Country nad Language preference.

Click Next

Event Selection

Choose the preset event
groups for the initial
deployment.

Initial Device Setup

Click Next

Al Inital Device Setup x  + o =% =
€ > C A Notsecure | wips//172.16.1633/pages/setup.html Q w @ s ON@® :
SMART SENSQ H,
,—/

Administrator Credentials

Username must be at

Initial Device Setup

least S characters and
contain no spaces or
special characters

Password
Confirm Password

NOTE: The search bar will say "Not secure | https". This
is safe and preferred.

Initial Device Setup Device Name & Timezone

Spocify # unique name for the HALG Sman Sansor, This namo will e used as the deviee's identity in the Wes Browser

Naotifizations, HALO Cloud, and e Party Inteqgrations.
]

Device Name 1alo Devic

Tunesone  New York (Fastern)
Country  United States B
Language  English ®
Select the time zone, country and language fram the drapdown menus that algn with where the HALO Sirart Sensor will be

physically installed

Event Selection

Preset Event Groups (events vary with model)

Vaping (Vape, THC, Masking)
O Smoking (Smoking)
Security (Gunshos, Aggression, Tamper, Help, Panic, Motion, People_Count)

Environmental - Basic (Health_Index, AQI, PM2.5, TVOC, CO2, Humidity, Temp)

O Environmental - Advanced  (pwi1, P10, NO2, Pressure, Light, Sound, CO, NH3)

a Motorola Solutions Company
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Email Provider

Another Initial Device Setup prompt
will appear. This is the last one. Start by
clicking “Select Email Provider” in the
top right corner and select the email
provider to use with the HALO device.

SMTP Email Settings

Select Email Provider

| Custom =

Custom
AOL
Yahoo!
Gmail
Outlook

Port 25

Password €

Once an Email Provider is selected,
information on Host, Port, Security,and
Auto Correct will update. In most cases
“Auto Correct” will not be necessary as
the server may block the email due

“Auto Correct” trying many ways to
find the correct settings. Fill in other
requested information then click “Save
and Test Connection” then click “Next".

License Agreements

IPVideo Corporation’s License
Agreement and Privacy Policy will pop
up next. After reading the following
information click “I have read the
above” and then “Next”.

€ 3 C A Notsecure | wps//172.16.16.33/pages/eula html a ®

SHAE T SENSDF’

IPVideo Corporation End User License Agreement

€ > C A Notsecure | hitps//172.16.1633/pages/setup2.html

<HASEN,“>

SMART

Initial Device Setup

SMTP Email Settings

Select Email Provider Custom o

Host Port 25
Username Password n
Security Normal ® High (port 465 only)
Sender  emailPemail.com
. email@email.com,email2@email2.net
Recipients
8 aiso send test emails) e Seatus
8 sune Correct Unconfigured

‘ﬁnrw’

Initial Device Setup

Host  smtp-mail.outiook.com
Username
Security ® Normal O High (port 465 only)

Sender email@email.com

SMTP Email Settings

Select Email Provider Outlook ¢

587

Port

Password

email@email.com,email2@email2.net

Recipients

Save & Test
Connection

B 2130 30nd tes emai(s)
Auto Correct

Email Status
Unconfigured

G N I

IFVideo Corporation End User License Agreement

T Ead e Liene Agreen (0
v hmEﬂ nd cx frmeare (~Saffware™) which ssempames this
Licenscr

LeoRagors Lok

THIS AGREEN HE USE
CLASSACTIONS ARE NOT PERMITTED) IN ORDER TO RESCLVE DISPUTES. LICENSOR PROV

THEM BY USING THE

LICENSEE 15 &
AND AUTHORITY TO ENTER INTO THIS AGREENENT ON
CONDITIONS [F LICENSEE DOES NOT AGREE TO THE TERMS AXD CONDITION
ANDDOES NOT LICENSE THE SOFTWARE TO LICENSEE AND YOU MUST NOT USE THE

3.3 LEx Gk e e, b/l ot . w3
Lioease by g to s § sy, o b, bbbl mtd o g T

use, solely on the Product(s) e = solel
ecense grarted wmder as mﬂ b e sy teckmscal mamnsly sed amy cther
pm)dedhl.xmmprmd.kmma(mﬂ:m operaicn, use,

“Agreement), v g oot bewess [PVt Corpron ( Lisasar) d o 1 méradal
Ageemert 1nd

Sofware and Prodincts mubject to s ‘nmmmmﬂ“\mmn‘m

OF ARBITRATION (ON AN INDIVIDUAL BASIS ONLY L E <ASE mwtmms n.\'D

THE TERAS AND CONDITIONS INTHIS nﬁ!-.s.is.\'r.mo-\ ruzcmvme\ THAIL-CL\%!EACCWSA.\'DMIPL'ES\WP

‘SOFTWARE, YOU (3) ACCEPT THIS AGREEMENT BOUND BY [T3 TERMS,

AND (B) REFRESENT AND WARRANT A 10 VGO D U8 LEORL AN RO ERIER D0 A BN AGREEMENT, AND (1) [F

ATION, GOVERNMENTAL ORGANIZATION, OR OTHER LEGAL ENTITY, YOU HAVE THE RIGHI, POWER,

BEHALF OF LICENSEE AND BIND LICENSEE 0 175 TERMS AND

5 OF THIS AGREEMENT, LICENSOR WILL NOT
SOFTWARE

greeet
(eeremafter defized) 1o
ssherized to e the Sofhware pursmt b the

matesals

epr—

Ihave resd the abeve

-
<AALD»

IPVideo Corporation Privacy Policy

anPmyllr “Folicy’, The Sites (hereinater
Bolcy desibes the types of information

processing, usee. i

By accessing the

located ot hittps:

Piideo Corporation (‘Company”. “we’, “our’ or ‘us’

Wmumm—nmw (our Webaite") or any of ou socal media sccounts o
colecsng. processiog taicing peotecting, aed Gisclosing thal information.
Cormpany's Website. Social Media Sites. and any appicasons or platiorms cflersd by the

Company's Stes. you consent fo the colection.
Corrpany a3 described in this Policy. By accessing the Stes, you actedt and agree I be bownd and abide by Bis Policy and our Terms of Use.

Privacy Policy

' respects your privacy and i commiied 10 peolecting I thiough cur compliance wilh this

are niended o be a safe environment for anyone wha accesses andior uses them

e may ﬂnﬁmrmum!w&mﬂwﬂm:ﬂl st the Company's websile localed at

(the *Socisl Media Sites”) and our practces for

Ko ured i i Py, the word -Sea” shall i P
Company

use. refection, profection and disclosure of your information by

by redecence. In addtion, you ageee to be bound by

This Poliy v callect

s errrs a condions, pervacy poicy wndioe her polkses (e *Social Media Platiorm Rubes") of any cf s social media iebses, platiorrs.
andt appikcaions on which the Company's Social Media Siaea reads. In acdion, s a946e 10 b6 bound by any Glfer Seers. and conditiona pasted
o the Company om any of ihe Company s Sies

/e “Termas. of Use’)

Thave read the above
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SMART SENSOR:

Save Settings & Reboot

_—
Whomever read the last two forms shall fill out the (!-JRAEIEQR.)

required information.

I have read the preceeding License Agreement and Privacy Statements.

Required Information

Once filled out click “Save Settings and Reboot

Name:
Device”. [
A loading screen will appear of the HALO Smart | oo -
Sensor rebooting. | pesgomecsapzam il

| 516.555-5234

Save Settings and Reboot Device

& Open Tour

€ > [ A Notsecure | httpsy/172.16.16.33/reboot htmi a @ s 9@

Rebooting Halo Smart Sensor
Please wait...this could take a few minutes.
Do not remove power.
This page will attempt to reconnect automatically.

Final Setup
The HALO Device has been setup for the first time.

For more information, please refer the HALO Administration Manual which can be found at:
https:/halodetect.com/resources/manuals-guides/

. [ ]
(@ HALO_SMART SENSOR s 28
Out
o B

Dashboard Sensors Snapshot

HALO SMART SENSOR 4/28/2023, 3:27:42 PM

NO2 Health Index  AQI

CO2cal  Humidity TempF

Vape

Gunshot  Help THC  Masking Aggression Tamper

Motion

84 25 30.08 103 2

* =RH in Hg ™ Moderate

wvoc COcal NO, PM2S PM10 Sound

6 530 10 2 2

ppb ppm PP vg/m® pg/m*

0 [
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Device Network Users Events Actions Notifications Integration Image
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